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Abstract— In this paper, we present a polarization-assisted
L-ary differential phase-shift keying multipulse pulse-position
modulation (PA.LDPSK-MPPM) technique that is secured in
the physical layer by a discrete-chaos system. The all-optical
PA.LDPSK-MPPM scheme benefits from the polarization as an
additional degree of freedom which greatly reduces the system
complexity relative to prior implementations. The discrete-chaos
scrambling is based on a message-seeded two-dimensional chaotic
map tailored for independent perturbation of the occupied
time-slot positions (MPPM information) and their relative phase
shift (LDPSK information). Synchronized and non-synchronized
implementations of the chaotic PA.LDPSK-MPPM technique
are proposed with expressions for the corresponding spectral
efficiencies being determined and compared with prior LDPSKMPPM setups. The performance of PA.LDPSK-MPPM under
gamma-gamma (GG) free-space optical (FSO) fading channels is
analytically verified to outperform the prior designs for different
FSO channel states which is supplemented by Monte Carlo (MC)
simulations. The system security is numerically examined against
various types of attacks, including brute-force, differential, and
statistical attacks.
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I. I NTRODUCTION

I

N the past decades, free-space optical (FSO) communication has attracted growing interest driven by its unique
features like huge transmission capacity, low required power,
free-licensing, and cost effectiveness [1], [2]. Hybrid modulation techniques have been widely used to improve the poor
power efficiency of high-order spectrally-efficient modulation
techniques and to maximize the benefits of FSO transmission [3]–[15].
Quite recently, a proposal of all-optical direct-detectionbased hybrid modulation combining differential phase-shift
keying with multipulse pulse-position modulation (DPSKMPPM) has been proposed [9], accompanied with a thorough
analysis for its amplifier-limited performance. In addition,
the performance of the hybrid DPSK-MPPM technique has
been evaluated over a long-haul, nonlinear, and dispersive
fiber-optic channel [10]. However, in these works, the DPSKMPPM modulation technique requires equipping the transmitter and receiver with two multi-stage optical-delay lines to add
and restore the delay without perturbing the phase information.
The necessary condition of no-phase-perturbation has been
satisfied in [9] at the cost of increasing system complexity
through constraining perfect matching between multi-stage
delay lines at transmitter and receiver. In [10], a reconciliation
routine has been considered in order to insure no-phaseperturbation, but this routine needs to be done periodically
to compensate for random phase fluctuations.
On the other hand, the protection of critical information in
modern wireless communication against snooping has recently
received great interest [16]. The security of computationallyhard public-key cryptosystems, such as RSA algorithm [17],
becomes day-after-day less effective due to the growing
computational power, as well as the accelerating advances
in quantum computation technology [18], [19]. The proposed
DPSK-MPPM systems so far assume unsecured communication channel, however, securing the hybrid-modulation
channel on the physical level can be done for additional
system complexity. New strategies have been proposed for
the sake of improving security strength and confidentiality of
transmitted information [20], where substantial security level
can be achieved when the encoding process is fulfilled in
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the physical layer of the communication network protocol.
In particular, in chaos-based cryptography, the chaotic signal
is generated and utilized in the physical layer instead of
manipulating the digital data algorithmically [21]. Moreover,
discrete-time chaotic systems have the unique feature of being
easily implementable on available digital platforms like digital
signal-processing units [20], [22], [23].
In this paper, we propose a chaos-secured polarizationassisted L-ary differential phase shift keying-multipulse pulseposition modulation (PA.LDPSK-MPPM) that benefits from
the polarization of the optical signal and the discrete chaos
to eliminate such system complexities and to incorporate a
high level of information security. The key idea is to encode
LDPSK continuously along a frame of N time-slots. The
MPPM is encoded by distributing w active time-slots of a
specific linear polarization, while the rest of N − w time-slots
having the orthogonal polarization. The simple idea of polarization orthogonality allows for continuous LDPSK encoding
without breaking the frame into occupied and dark time slots
for MPPM encoding as done in former works [9], [10]. In
this sense, the suggested system does not only boost the
LDPSK information rate but also dispenses with the bulky
phase-preserving multi-stage optical-delay lines at the channel
terminals that are required in [9], [10]. Besides its obvious
simplicity, the PA.LDPSK-MPPM approach is verified to
provide a comparable spectral efficiency to that of the prior
setups in [9] and [10].
The appealing applications for the proposed chaotic
PA.LDPSK-MPPM modulation technique extend from shortto medium-range optical wireless communication (see,
e.g., [24]). For instance, it is desired for the optical wireless
sensor networks that send critical information in industrial
and nuclear plants to use highly secured low-power and
low-complexity communication systems [25]. Another attractive application is the inter-vehicle communication systems
where a portion of information is delay-sensitive which can be
carried over the MPPM frames (e.g., information for collision
avoidance). The other information portion that requires higher
data rate yet less sensitive to time delay can be sent over
LDPSK part [26].
The main contributions in this paper are summarized as
follows.
•

•

•
•

We propose simple-structured setups for chaotic hybrid
polarization-assisted L-ary differential phase shift keyingmultipulse pulse-position modulation (PA.LDPSKMPPM) technique based on the manipulation of light
polarization as an additional degree of freedom.
A message-seeded variant of the two-dimensional
Zaslavsky map is introduced to ensure the independent
security of the discrete-chaos-based PA.LDPSK-MPPM
scheme in the w active slot-positions and their differential
phase.
The spectral efficiencies for hybrid LDPSK modulation
techniques are determined and compared.
Closed-form expressions for upper-bound bit-error rate
( BER) under gamma-gamma (GG) turbulence FSO
channel are derived with the PA.LDPSK-MPPM system

performance being compared with the more complicated
setups in [9], [10].
• Closed-form BER expression for the chaos effect on the
bit error performance is derived and explained.
• As a proof of concept, a secure transmission of an image
message is numerically demonstrated. Security analysis
is carried out in order to inspect the immunity of the
proposed secure data transmission scheme to various
types of possible attacks.
The rest of the paper is organized as follows. In Section II,
the related works for both hybrid modulation and chaotic modulation encryption are explored. In Section III, different proposed setups for the PA.LDPSK-MPPM scheme are detailed.
Furthermore, the chaotic perturbations in position and phase
are proposed. In Section IV, the spectral efficiencies of proposed systems are determined. The BER performance under
GG turbulence FSO channel are derived and discussed and
the chaos effects on the BERs are investigated in Section V.
In Section VI, results and discussions are presented. Finally,
the conclusion is given in Section VII.
II. R ELATED W ORKS
The idea of integrating two ordinary modulation techniques
into a hybrid technique merging their advantages has
recently attracted much interest [3]–[14]. A hybrid modulation technique based on combining M -ary pulse-position
modulation (M -PPM) or M -ary frequency-shift keying
(M -FSK) with additional polarization and/or phase modulation which enables boosting the receiver sensitivity has
been introduced by Liu et al. [4]. Hybrid modulation
based on polarization-switched quadrature phase-shift keying
(PS-QPSK) and polarization-division multiplexing quadrature
phase-shift keying (PDM-QPSK) superimposed on pulseposition modulation (PPM) has been proposed and investigated
in [3], [5], [6]. Another hybrid modulation technique based on
combining multiple-pulse pulse-position modulation (MPPM)
with binary phase-shift keying (BPSK) or quadrature-phase
shift keying (QPSK) has been proposed in [7]. Also,
a hybrid modulation technique based on both orthogonal
frequency-division multiplexing and pulse-position modulation
(OFDM-PPM) has been proposed in [8]. In [14], [27], L-ary
quadrature-amplitude modulation with multiple-pulse pulseposition modulation (LQAM-MPPM) has been introduced
based on subcarriers intensity modulation, while carrying
out LQAM modulation and demodulation processes in the
electrical domain. In [9], [10], a hybrid differential phase-shift
keying multi-pulse pulse-position modulation (DPSK-MPPM)
technique has been proposed and investigated. Although, it is
a direct-detection based system, the scheme involves the challenging match of optical paths in two controllable multi-stage
optical-delay lines used by the two communicating parties.
The fascinating features of optical chaos, like its
random-like behavior and wide-band spectrum, have attracted
increasing interest as an efficient and versatile tool
for secure data communication [28]–[31], physical-image
encryption [32]–[36], physical ultra-fast random number generators [37]–[40], chaotic lidar [41], and optoelectronic logic gates [42]. Several optical realizations for
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Fig. 1.
Schematic showing the PA.LDPSK-MPPM transmitter with
N = 8, w = 3, and L = 2. LD labels the laser diode, T-SPU denotes
the transmitter signal-processing unit, Tx. denotes the transmitter terminal,
and FSO Ch. denotes free-space optical channel.

continuous-time chaotic systems have been verified to be ultimately secure by simultaneous concealment of the time-delay
signature in all observables i.e. in intensity and phase of
chaotic output. For example, a new hybrid feedback scheme is
proposed to conceal time-delay signature in the chaotic output
of a single Vertical Cavity Surface Emitting Laser (VCSEL)
diode [43] and metal cladding nanolaser [44]–[46].
The ultimate goal of chaos modulation techniques is to realize low-power and low-complexity communication systems
of excellent anti-fading and anti-intercept capabilities. Due to
this goal, the chaos has been depicted in different modulation
schemes. Examples of these techniques include chaotic onoff-keying (COOK) [47], chaotic pulse-position modulation
(CPPM) [22], chaos shift keying (CSK) [48], and quadrature
CSK [49]. Furthermore, the non-coherent chaotic schemes
such as: differential chaos shift keying (DCSK) in [50],
L-ary DCSK [51], improved differential chaos-shift keying
(I-DCSK) [52], and short reference DCSK (SR-DCSK) [53].
Recently, an improved energy-efficient non-coherent permutation index differential chaos shift keying (PI-DCSK)
modulation scheme is proposed in [54].
III. P ROPOSED PA.LDPSK-MPPM S ETUPS
In this section, we present the transmitter model of
PA.LDPSK-MPPM system along with the synchronized and
non-synchronized variants of the receiver model.
A. Transmitter
Consider an LDPSK-MPPM encoding system with L being
the cardinality of the constellation of LDPSK, and N and
w being the number of available MPPM time slots and
occupied signal time slots, respectively. Figure 1 shows the
schematic of thechaotic
transmitter. A raw
 PA.LDPSK-MPPM

(MPPM
bits)
+N
m (PA.LDPSK
data frame of log2 N
w
bits) is fed to the transmitter signal-processing unit (T-SPU),
where m = log2 L and z is the floor integer of z. For
secure transmission, a routine run by the T-SPU executes a
message-seeded two-dimensional chaotic map (discussed later
in III-D) to scramble the raw data frame. The T-SPU delivers
the chaos-perturbed phase and MPPM bits to an LDPSK

Fig. 2.
Schematic setups of the PA.LDPSK-MPPM receivers with
N = 8, w = 3, and L = 2: (a) Synchronized implementation and
(b) non-synchronized implementation. x− and 45◦ polarizers transmit light
polarized at x-axis and diagonal directions, respectively. PD labels the photodetector, R-SPU denotes the receiver signal-processing unit, Rx. denotes the
receiver terminal, and FSO Ch. denotes free-space optical channel, I denotes
the in-phase, Q denotes the quadrature, T is MPPM frame duration, Sub.
denotes the subtractor, and 45◦ and −45◦ are phase shifter over I and
Q branches, respectively.

modulator and polarization switch, respectively. The former
modulates the phase of the input continuous wave (CW)
laser beam which is linearly-polarized along y-axis. The
latter flips the polarization of w time slots out of N time
slots, therefore only w time slots is x-polarized, while the
polarization of the other time slots remains unchanged. Among
the different degrees of freedom of light [55], [56], there are
several advantages for using the state of polarization as the
ancillary degree of freedom; most importantly, the availability
of commercial high-speed polarization switches with rates up
to 10× GHz (see for example [57]). Furthermore, the manipulation / measurement of the polarization state is simple and
precise using the available wave plates and polarizers. The
phase- and polarization-modulated light beam is then directed
through FSO channel where it is subjected to channel effects.
B. Synchronized Receiver
A schematic of the synchronized receiver is depicted
in Fig. 2(a). The received signal is split into two distinct arms
prepared for MPPM and LDPSK demodulation using the 3 dB
coupler (upper and lower arms, respectively). In the MPPM
arm, a photodetector measures the light intensity over the N
time slots after passing through an x-polarizer. A soft decision
is then made regarding the positions of the most intense w
time slots out of N stored values. The synchronized scheme
requires prior knowledge on the positions of w most-occupied
slots before decoding the phase information. Therefore, a two
frames length delay loop on the LDPSK arm postpones
the processing of the phase information until the active w
time slots are identified. The receiver signal-processing unit
(R-SPU) is then able, using a polarization switch, to counteract the polarization flipping along the optical frame to
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be again unified along y-axis. The unification of the polarization enables the decoding of the differential phase information via interference between two subsequent signal slots
on τ -unbalanced Mach-Zehnder interferometer (MZI) (whose
arms differ by a time slot period τ ). Therefore, the chaosperturbed data word in N time slots are reconstructed from the
decoded MPPM and LDPSK bits. Now, the R-SPU, running
a routine for two-dimensional chaotic map precisely matched
to that at the transmitter, is solely able to recover the raw data
frame initially fed to the transmitter.
C. Non-Synchronized Receiver
One disadvantage of the synchronized receiver is that
the decoding of phase information relies mainly on the
correct decision of the position information. Therefore,
the errors in position information induce corresponding errors
in phase information. The main difference proposed in the
non-synchronized scheme is that the two decoding processes
are made entirely independent, i.e., the decoding of phase
information dispenses with the active polarization switching
based on MPPM information.
In the non-synchronized receiver, shown in Fig. 2(b),
the MPPM decoding is the same as in the synchronized
one, and a polarizer added to the LDPSK arm transmits
only light polarized at 45◦ (measured with respect to the
x-polarization). Now, both x- and y-polarizations of the
received signal contribute equally to the diagonal polarization
component. The phase information can be then obtained using
a subsequent MZI(s) system as in the synchronized case.
While the non-synchronized scheme enables the elimination of
MPPM-induced errors in phase information, one notices that
only half of the optical signal power delivered to the LDPSK
arm is involved in the decision stage. The recovery of original
raw data frame is then performed like the case of synchronized
receiver.
Here in the transmitter and the receiver implementations
(synchronized and non-synchronized variants), the ancillary
polarization degree of freedom is employed to dispense
with the phase-preserving multi-stage optical delay line used
in [9], [10]. While the complexity is obviously reduced via
replacing the elements of the k delay stages (required for
2k time slots per frame) with either a polarization switch
or a 45° polarizer, the complexity reduction is also done by
avoiding the matching requirements of several optical elements
for sake of the phase preservation.
D. Chaotic Perturbations in Position and Phase
To secure the hybrid PA.LDPSK-MPPM signaling, a twodimensional chaotic map is employed in the transmitter
and receiver in order to generate two independent chaotic
sequences. One of the two sequences introduces chaotic
perturbations in the positions of signal time-slots within the
MPPM frame, while the other perturbs the LDPSK phases
between consecutive time-slots, with the chaotic attractors
P and Φ, receptively. This secret two-dimensional chaotic
map along with a common reference clock are shared by

T-SPU and R-SPU in order to synchronously iterate and produce identical chaotic outputs. Therefore, the transmitter and
receiver systems can precisely encode and decode the chaotic
perturbations simultaneously in both position and phase.
Various two-dimensional maps are suited for introducing
chaotic perturbations in the proposed systems such as Henon,
Lozi, Duffing, and Zaslavsky maps [58]. The values of Lyapunov exponents of the chaotic system quantify the degree
of complexity and the dimension of its chaotic attractor [58].
The parameters of chaotic map can be also considered as secret
keys for secure communication system. Thus, the chaotic map
utilized in proposed system should be a multi-parameter map
possessing a large positive Lyapunov exponent to improve
the security level of the system. A Zaslavsky map, described
by [58], [59]
mod 1,

(1)

φi = cos (2πpi−1 ) + exp (−r)φi−1 ,

(2)

pi = (pi−1 + κφi−1 + ϑ)

with κ, ϑ and r being positive constants, has a relatively large
Lyapunov exponent. It approximately equals 3.5865 compared
with less than 0.5 for the other mentioned two-dimensional
maps, at ϑ = 400, κ = 12.6695, and r = 3 [59], [60].
Therefore, it exhibits more complex dynamics and excellent
statistical properties which lead to the high randomness.
To further increase the output randomness of the chaotic
map, both (1) and (2) are seeded by the previous frame
information bits. This renders the chaotic output of the system
also sensitive to the message information along with the
parameters and initial conditions of the chaotic map. The
message-seeded Zaslavsky map can then be written as


mod N,
(3)
Pi = ρ pi−1 + κφi−1 + β1 d1(i−1) + ϑ
Φi = cos (2πpi−1 ) + exp (−r)φi−1 + β2 d2(i−1) + ζ,

(4)

where ρ, ζ, β1 , and β2 are positive constants that are kept
secret. Here, d1(i−1) and d2(i−1) are predetermined real values
corresponding to the specific form of information bits that are
encoded and transmitted/received in the previous frame.
While the message-seeded map offers higher security level,
mismatches in the discrete chaos may take place due to
the information errors induced by the FSO channel noise.
Therefore, we propose here that the chaotic parameters are
periodically reset every N frames in order to limit the effect of
the chaos mismatch on the bit-error rate of the communication
system, with the same initial condition being reused after reset.
In this case, the dependence of chaotic perturbations and the
frame information helps avoiding the reproduction of similar
chaotic perturbations after the reset of the chaotic map system.
The T-SPU runs w iterations of the two-dimensional map
per frame and perturbs each phase’s bit in a one-by-one fashion
by the corresponding value of the chaotic attractors, Φi , while
the occupied positions of the signal slots are collectively
perturbed in a circular displacement by the chaotic value Pi
(i.e., circularly shifted within MPPM frame as a group).
Here, the values of secret keys including parameters and
initial conditions are kept fixed and known to both sides prior
to the encoding process. Moreover, the floating-point precision
is set to an identical predetermined accuracy on both sides in
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Fig. 3. Numerical results at ϑ = 400, κ = 12.6695, and r = 3 showing
(a) distribution of chaotic attractors (pi , and φi ) of the map (1)–(2), and
(b) distribution of modified message-seeded chaotic attractors (Pi , and Φi )
of the modified map (3)–(4) at ρ = 1000, β1 = 0.0300, β2 = 0.0200,
ζ = 1.1000, and N = 8.

order to treat the high sensitivity of the chaotic systems to initial conditions. In numerical simulations, the initial conditions
used by T-SPU and R-SPU are (P0 , Φ0 ) = (0.65, 0.79).
Figure 3 displays the chaotic attractors of the original
Zaslavsky map (pi and φi ), discrete position perturbing values
Pi , and continuous values of phase perturbing values Φi for
random information data bits. It is obvious that chaotic perturbations are distributed in a unit square in the original map
yielding non-reproducible chaotic perturbations for position
and phase from the modified map. This also shows the key
advantages of the modified chaotic system relative to traditional non-chaotic pseudo random number generators which
may generate reproducible random numbers after observation
for long periods.
The proposed chaos-based communication system is a peerto-peer (P2P) transmission method which can be readily
extended to multi-user star realizations as follows. In the
hub side, there are predetermined different initial conditions
utilized in the modified Zaslavsky map such that a specific
initial condition is allocated to each user, with the reference
clock being shared by all users. The transmitted information
bits in the previous frame of a specific user U, along with their
associated perturbations in position and phase are saved to be
used in the map next time the user U receives data.
Now, let us compare the proposed PA.LDPSK-MPPM
scheme with one of the recent chaos-based schemes, specifically, the non-coherent PI-DCSK scheme [54]. The PI-DCSK
is a secure, energy- and spectrally-efficient modulation technique, in which the data frame is composed of two time slots.
First time slot is used to transmit a reference chaotic signal and
the second one is used to transmit a permuted replica of the
reference signal multiplied by the modulating bit. Compared
to this scheme, the chaotic PA.LDPSK-MPPM proposed here
has the advantage of higher transmission data rate since the
reference chaotic signal is produced locally at the two channel
terminals with no need for continuous sharing. In addition,
sending the reference signal over wireless channel may be
a vulnerability degrading the security strength. On the other
hand, the chaotic message-seeded reference produced locally
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Fig. 4. Constellation diagram of the proposed PA.LDPSK-MPPM modulation
technique with N = 8, w = 5, and L = 4. I and Q donate the in-phase
and quadrature components, respectively.

in the chaotic PA.LDPSK-MPPM leads, as we have discussed,
to additional data errors.
IV. S PECTRAL E FFICIENCY A NALYSIS
The utilization of the system bandwidth is measured by the
spectral efficiency η, defined as [61]
def

η =

log2 V
D/2

bit/sym/pol,

(5)

where D is the dimensional of amplitude vector, which is
realized by polarization, different time-slots in MPPM scheme,
and both components (quadrature and in-phase) of LDPSK
scheme. PA.LDPSK-MPPM scheme has an overall dimension
D = 4N , which can be factorized into: 2 due to LDPSK,
2 given by the state of polarization, and N for the N time
slots in MPPM. Furthermore, V is the number of constellation
 
vectors (or symbols). From Fig. 4, V equals LN N
for
w
PA.LDPSK-MPPM because LDPSK provides N transmitted symbols per hybrid frame in addition to N
w symbols
from MPPM scheme. However,
traditional
LDPSK-MPPM
has
 
.
Therefore,
the
spectral
efficiencies
D =2 N and V = Lw N
w
of the PA.LDPSK-MPPM and the traditional LDPSK-MPPM
techniques are given by

 
N log2 L + log2 N
w
ηPA.LDPSK-MPPM =
bit/sym/pol,
2N

N 
w log2 L + log2 w
bit/sym/pol, (6)
ηLDPSK-MPPM =
N
respectively.
V. P ERFORMANCE A NALYSIS U NDER G AMMA -G AMMA
T URBULENT FSO C HANNEL
In this section, we obtain expressions for the BERs of proposed systems under gamma-gamma (GG) turbulent channels.
In addition, the chaos effect on the BERs is investigated.
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A. Gamma-Gamma Turbulent FSO Channel

PA.LDPSK-MPPM techniques can be expressed as

The performance of FSO communications mainly suffers
from atmospheric turbulence which may lead to random
fluctuations in both the phase and the amplitude of the
received optical signal, which degrades the system performance. Several statistical models have been proposed to investigate the atmospheric effects on FSO transmission [62], [63].
Among them is the gamma-gamma (GG) distribution, which
has been shown to be valid in all turbulence regimes for a
point receiver [63], [64]. The GG probability density function
( pdf) is expressed as [62]

BERav
(NS)PA.LDPSK-MPPM
av
K BERav
MPPM + N log2 L BERPA.LDPSK
,
≤
K + N log2 L



α+β
2(αβ) 2
h 2 −1 Kα−β 2 αβh ,
fh (h) =
Γ(α)Γ(β)
α+β

(7)

where Ks ( · ) is modified Bessel function of second kind of
order s. α and β are scintillation parameters, expressed as
−1
12  7

2
α = exp 0.49σR / 1 + 1.11σR5 6 − 1
, (8)
β=

exp

2
0.51σR
/

−1

12  5

1 + 0.69σR5 6

−1
7

,

(9)

11

2
respectively, where σR
= 1.23 Cn2 (2π/λ) 6 d 6 is unitless
2
Rytov variance, Cn is the refractive-index structure parameter,
d is the FSO propagation distance, and λ is the operating
wavelength.

B. Net BER of PA.LDPSK-MPPM Systems
1) BER for Synchronized PA.LDPSK-MPPM: An upper
bound of average BER for the synchronized (S) PA.LDPSKMPPM setup is expressed as [9], [10], [13], [14]
BERav
(S)PA.LDPSK-MPPM

SERav
1
MPPM
≤
K + N log2 L
2
K2K
+ N log2 L + (1 − SERav
× K
MPPM ) log2 L
2 −1



1
av
av
SER
− BERav
+N
BER
×
,
PA.LDPSK
MPPM
PA.LDPSK
2
(10)

N 
where K = log2 w is the number of bits/frame encoded
using MPPM scheme, BERav
PA.LDPSK is the average bit-error
rate of PA.LDPSK data bits, and SERav
MPPM is the average
symbol-error rate of MPPM data, which is defined in terms of
the BERav
MPPM as [9], [13]

(12)

where the first and second terms of the nominator is related to
the probabilities of error of MPPM and PA.LDPSK schemes,
respectively, and will be calculated from (21).
3) Average BER Over Gamma-Gamma FSO Channels: The
upper-bound BER for both the combined ordinary modulation
techniques (PA.LDPSK, and MPPM) are derived based on the
maximum-likelihood decoding. Thus the union-bound expression is expressed as [65, CH. 5, PP. 335]
BER ≤

C
erfc
4

dmin
√
2 N0

,

(13)

where N0 /2 is the power spectral density of the noise, and
 C
is the cardinality of the constellation that are expressed as N
w
and L for MPPM and LDPSK modulation, respectively. dmin
is the minimum Euclidean distance between two points [x(t)
and z(t)] in the constellation space S(t), which is obtained
as [65, CH. 5, PP. 335]


T
2
2
dmin = min
|x(t) − z(t)| dt .
(14)
x(t),z(t)∈S
x(t)=z(t)

0

By applying the above expression to the signal constellation
set at the photo-detector (PD) output in the receiver port,
we take the effects of the PD and the FSO channel gain. Thus,
the expression of dmin for different modulation techniques are
given as

τ
dmin (h) =
RhP Zmod ,
(15)
2
where τ is the slot time duration, R is the detector responsivity, P is the average transmitted power, with Zmod depending
on the modulation schemes as
⎧
1
⎪
⎪
;
for MPPM in old LDPSK-MPPM,
⎪
⎪
2
⎪
⎪
⎪
⎪
1;
for MPPM in PA.LDPSK-MPPM,
⎪
⎨
1
Zmod =
sin(π/L); for LDPSK,
⎪
2
⎪
⎪
⎪
sin(π/L);
for (S)PA.LDPSK,
⎪
⎪
⎪
⎪
1
⎪
⎩ sin(π/L); for (NS)PA.LDPSK.
2
(16)

(11)

Thus, by substituting in (13), the upper-bound BER for each
modulation scheme can be written as function of channel gain
h as
RP
C
BERmod (h) ≤ erfc
Zmod h ,
(17)
4
4 σ

2) BER of Non-Synchronized PA.LDPSK-MPPM: As mentioned in Subsection III-C for non-synchronized (NS)
PA.LDPSK-MPPM, the dependence of PA.LDPSK detection
on the MPPM one is removed. Thus, both MPPM and
PA.LDPSK detections are completely independent. Therefore, the upper bound of average BER for non-synchronized

where σ 2 = N0 /(2τ ) is the noise variance, and mod
∈ { MPPM, LDPSK, (S)PA.LDPSK, (NS)PA.LDPSK}. The
average BERav
mod for every modulation technique can be
obtained through
 ∞
=
BERmod (h)fh (h) dh.
(18)
BERav
mod

SERav
MPPM =

2(2K − 1)
BERav
MPPM .
2K

0
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By substituting from (7) and (17) into (20),
α+β 
∞
α+β
C (αβ) 2
av
BERmod =
h 2 −1 erfc
2 Γ(α)Γ(β) 0

×Kα−β 2
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we get
RP
Zmod h
4 σ

αβh dh. (19)

Using [66, Eqs. (07.34.03.0619.01) and (03.04.26.0006.01)],


2 1
x
and
|
through expressing erfc(x) = √1π G2,0
1,2
0,1/2


√
2,0
−,−
Kv ( x) = 12 G0,2 x4 |v/2,−v/2 in terms of MeijerG function,
we get
BERav
mod
α+β

=

C (αβ) 2
√
4 π Γ(α)Γ(β)



∞

h
0



2 1

RP
Zmod h
4 σ

× G2,0
1,2

α+β
2 −1




0, 12

G2,0
0,2

−,−

αβh
α−β
2


, β−α
2

dh.

Fig. 5. Comparison between spectral efficiencies of different hybrid LDPSKMPPM schemes over a sequence of frame length N and w active time slots
per MPPM frame.

(20)
Then, using [66, Eq. (07.34.21.0013.01)], the BERav
mod can
be written as:
2α+β−4
π Γ(α)Γ(β)
⎛
⎝ Zmod
× G2,4
5,2
αβ

BERav
mod ≤

TABLE I
FSO C HANNEL AND S YSTEM PARAMETERS [62], [63]

C

3
2

2

⎞
2−β 1−α 2−α
 1−β
 2 , 2 , 2 , 2 ,1
⎠,
γ̄ 
1

(21)

0, 2


2
where γ̄ = RP /σ is the average signal-to-noise ratio.
Finally, by substituting from (16) in (21) and then in (10) and
(12), the average BER expressions for the proposed hybrid
schemes; synchronized and non-synchronized PA.LDPSKMPPM modulation techniques, can be obtained in (22) and
(23), respectively. These mathematical expressions show that
the non-synchronized scheme provides better performance
compared with the synchronized one. This is due to the
independence of the LDPSK and MPPM detections in the
case of non-synchronized system. Furthermore, as shown
in (16) assuming the same transmitted power, the minimum Euclidean-distance for the synchronized PA.LDPSKMPPM is doubled compared with that for LDPSK-MPPM
technique [9], [10]. This leads to better BERs of the PA
setups. It is worth mentioning that the average BER of the
more complicated LDPSK-MPPM modulation technique can
be obtained by substituting form (21) in [10, Eq. (5)].

where BERav is net average bit-error rate for synchronized
and non-synchronized PA.LDPSK-MPPM modulation techniques given in (22) and (23), respectively.
VI. R ESULTS AND D ISCUSSION
A. Spectral Efficiency Aspects
Figure 5 demonstrates the spectral efficiencies of different hybrid LDPSK-based modulation techniques versus the
MPPM frame length, N and the number of active time
slots per frame, w. It can be noticed that the efficiency
of the PA.LDPSK-MPPM is always better than the MPPM
technique. It can also be more spectrally efficient than
the older LDPSK-MPPM implementations, equipped with
matched multi-stage delay lines [9], [10], if the set (w, N )
is appropriately chosen.

C. BER From Chaos Mismatch

B. BER Performance Aspects

As mentioned in Subsection III-D, to improve the security the modified chaotic attractors is seeded by the sent
information. Accordingly, the received frame errors extend
to subsequent frames. To avoid this accumulative feature
and to give more reliability to the system performance,
the chaotic parameters are reset every N MPPM frames. Thus,
the BERChaos expression that include chaos mismatch effect
can be formulated as

In this subsection, the BER performance of FSO systems adopting hybrid PA.LDPSK-MPPM modulation techniques are investigated over GG turbulent FSO channel
using the upper-bound BER expressions obtained in (22),
(23), [10, Eq. (5)], and (24). Furthermore, the upper bound
BERs are verified using Monte Carlo (MC) simulation
by directly generating fading states and averaging. The
FSO system parameters are listed in Table I [62], [63].
The performance of both proposed synchronized (S), and
non-synchronized (NS) setups of PA.LDPSK-MPPM techniques are compared to the prior implementations in [9], [10].

BERChaos =

BERav
N

N −1
i=0

i

(N − i) (1 − BERav ) , (24)
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Fig. 6.
Average BER versus laser transmitted power [dBm] for different hybrid LDPSK-MPPM schemes at two FSO channel states of
Cn2 ∈ {1.3 × 10−14 , 10−15 }. MC simulations are given for each case
(denoted by × in the plot).

For comparison on equal footing, both modulation parameters N and w are chosen from Fig. 5 so as to ensure that all
systems have the same transmission data rate and bandwidth,
e.g., (N = 9, w = 3, L = 4). In our evaluations, we apply two
FSO channel status with different refractive index structure
parameters, i.e., Cn2 ∈ {1.3 × 10−14 , 10−15 } [62], [63].
The comparison of the proposed polarization-assisted techniques with the more complicated LDPSK-MPPM in [10]
are illustrated in Fig 6. Using (22), (23), and [10, Eq. (5)],
the BERs are depicted versus laser launch optical power
for different hybrid LDPSK-MPPM schemes. It is shown
that the BERs performance of PA.LDQPSK-MPPM outperform previous LDPSK-MPPM implementations in [9], [10]
for different FSO channel status. Specifically, for moderate
turbulence FSO status, at a BER of 10−3 , the LDPSK-MPPM
has a power penalty of ≈5 db and 6 db compared with
the synchronized and non-synchronized PA.LDPSK-MPPM,
respectively. This can be explained as follows: At the same

BERav
(S)PA.LDPSK-MPPM

BERav
(NS)PA.LDPSK-MPPM

Fig. 7. Average BER due to chaos mismatch versus the laser transmitted
power [dBm] for both hybrid PA.LDPSK-MPPM schemes at two FSO
channel states of Cn2 ∈ {1.3 × 10−14 , 10−15 } for different chaos rest
duration N ∈ {1, 10, 100, 1000} MPPM frames. MC simulations are given
for each case (denoted by × in the plot).

laser transmitted power, the dual-polarized LDPSK-MPPM
system has lower optical power per constellation point.
This renders the minimum Euclidean distance, dmin as
given by (16), and the effective signal-to-noise ratio of the
dual-polarized LDPSK-MPPM being reduced (and consequently the BERs performance). Moreover, compared with
the other setups, the non-synchronized PA.LDPSK-MPPM
system is the most robust against the FSO turbulence. This
result can be interpreted by the independence between the
MPPM and PA.LDPSK detections in the non-synchronized
implementation.
Figure 7 shows the effect of the chaos mismatch on
the chaotic PA.LDPSK-MPPM/FSO BER performance. The
BERs are plotted for both synchronized and non-synchronized
systems for different reset duration of N ∈ {1, 100, 1000}
frames. It is worth mentioning that the case (N = 1) means
that chaos parameters are reset every frame, and this is

⎧

2  1−β , 2−β , 1−α , 2−α ,1
⎨ N
1
 2 2 2 2
2,4
≤
γ̄  1
G5,2
3
αβ
0, 2
(K + N log2 L)π 2 Γ(α)Γ(β) ⎩ w
⎡
⎤
2  1−β , 2−β , 1−α , 2−α ,1
K
K
1
2(2 − 1) N
N log2 L(2 − 1)
 2 2 2 2
⎦
γ̄  1
× 1+
+log2 L⎣1 −
G2,4
5,2
w
K2K
2K
αβ
0, 2
⎞
⎛
⎛
⎡

2  1−β 2−β 1−α 2−α ⎞
2  1−β , 2−β , 1−α , 2−α ,1
,
,
,
,1
 2 2 2 2
π
16
1
 2 2 2 2
⎜1
2,4
⎠⎟
sin
×⎣G2,4
γ̄  1
γ̄ 
⎠
⎝ − LG5,2 ⎝
5,2
αβ
2
αβ
L
0, 2
0, 12
⎛
2  1−β 2−β 1−α 2−α ⎞ ⎤⎫
⎬
K
 2 , 2 , 2 , 2 ,1
π
1
2(2 − 1) N
2,4 ⎝

⎠⎦ ,
sin
γ̄
+
N
LG
×
(22)
5,2

K
⎭
w
2
αβ
L
0, 12
⎡

2  1−β , 2−β , 1−α , 2−α ,1
1
N
2α+β−4
2
2
2
2

2,4
⎣K
≤
γ̄  1
G5,2
3
w
αβ
0, 2
(K + N log2 L)π 2 Γ(α)Γ(β)
⎛
2  1−β 2−β 1−α 2−α ⎞ ⎤
 2 , 2 , 2 , 2 ,1
π
1
⎝
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sin
(23)
γ̄ 
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5,2
2αβ
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Fig. 8. Maximum Lyapunov Exponent (MLE) plot versus different parameters of Zaslavsky chaotic map for the following cases: (a) 200 ≤ ϑ ≤
600, κ = 12.6695, r = 3, (b) 10 ≤ κ ≤ 14, ϑ = 400, r = 3 and
(c) 1 ≤ r ≤ 5, κ = 12.6695, ϑ = 400.

equivalent to no massage-seeding in the chaotic system operation. It is a theoretical-reference operational-mode with no
data-error being generated owing to the chaos mismatch. Thus,
this reference case provides the best BER performance compared with the message-seeding cases for (N > 1). Elongating
the reset duration helps improve the security level, however it
leads to degradation in system BER performance as shown
in Fig. 7. Furthermore, for (N > 1), the BER performance
of the synchronized and non-synchronized PA.LDPSK-MPPM
techniques becomes identical. This is interpreted by the dominance of the data errors arising from the chaos mismatch,
compared with the ordinary FSO-channel errors. This gives
a sort of trade-off behavior between the security due to
long-term message-seeding in the chaotic map and the data
errors induced by the accumulated chaos mismatch.

C. Security Aspects
The chaos-based image encryption schemes have attracted a
great interest during the last two decades (see Refs. [32]–[36]
and the references therein). In this subsection, we discuss an
example illustrating the advantages of chaotic PA.LDPSKMPPM. Specifically, we demonstrate the secure transmission
of a sample Panda image with dimensions: X×Y = 459×459,
fed as information data. The chaotic parameters are ϑ = 400,
κ = 12.6695, r = 3, ρ = 1000, β1 = 0.0300, β2 = 0.0200,
ζ = 1.1000, and N = 8 (the same values set in Fig. 3).
In the security analysis, the numerical values of the parameters are chosen from highly chaotic operational regions in the
parameters space. More specifically, the maximum Lyapunov
exponent (MLE) is used as an indicator to check for chaos
presence and to quantify its strength and complexity. In Fig. 8,
the MLE is investigated versus different sections of (ϑ, κ, r)
parameters space. It is clear that positive MLEs exist over
wide range in parameters space of Zaslavsky map, where
appropriate values of secret keys can be selected. The unique
secret keys may be initially set for the transmitter and receiver
in the manufacturing process. However, in-operation setting of
the secret keys can be undertaken using some secured sharing
method like quantum key distribution.
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The key steps for the secure transfer of the data and the
further procedures carried out to confirm its immunity against
potential attacks are summarized as follows:
1) The input plain image is used to perturb the values of
some secret keys in the secure communication system.
The goal of this step is to make the system more immune
to different types of differential attacks and confirm that
the minute perturbation in the original image will cause
a significant difference in the encrypted image.
Assume that the value of parameter r is chosen from
the secret keys of the system to be updated by the input
plain image. Then we render it compose from the sum of
a secret base value r0 and a plain image-dependent value
r̃ such that:
X

Y

r = r0 + r̃ = r0 + c

γij ,

(25)

i=1 j=1

where c is a constant, and γij is value of the pixel at
position (i, j).
2) The plain image is converted to a sequence of data bits.
More specifically, for each pixel value there are 8 bits
corresponding to its binary form. The pixels are taken in
a row by row order such that they give rise to a stream
of 8 × X × Y bits.
Figure 9 shows the results of numerical simulations when
PA.LDPSK-MPPM is applied for secure transmission of Panda
image. It can be verified that no critical or meaningful features
of the image can be retrieved via conventional statistical attack
on the encrypted image. The proposed scheme efficiency
against statistical attacks can be studied using histogram
analysis. The image histogram is a tool employed to display
the distribution of pixels values intensity within a given
image. The useful practical encryption scheme must render
the transmitted cipher image possess a flat histogram to better
immune any statistical attacks.
The resistance against brute force attacks requires that
encrypting system has very large number of secret keys
that can be utilized in encryption process. The controlled
parameters in the modified Zaslavsky map (3)–(4), i.e., ϑ,
κ, r, β1 , β2 and ρ, span continuous ranges of appropriate
intervals. Practically, they provide an enormous number of
choices that constitute a large key space which is limited only
by precision of equipment that controls the parameters values.
The sensitivity of secret keys is highlighted in Fig. 9(d) where
the value of r is slightly perturbed by adding 10−4 to its
value while values of other parameters are fixed. It is obvious
that the tiny perturbation in secret keys produces significant
errors amount in decryption process and yields totally different
decrypted image from the original one.
Correlation coefficients between plain and encrypted images
can be used to quantify the quality of the encryption process.
The efficient secure communications scheme should robustly
reduce the correlation between neighboring pixels in all
directions. In numerical simulation, we choose a random
sample of 104 pairs of adjacent pixels in both the original
and encrypted images. Then, the correlation coefficients are
determined for each color component of the pixels via the
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Fig. 9. Sample (panda) image encryption and corresponding histogram for (a) original, (b) encrypted, (c) decrypted, and (d) decrypted image with an error
in the value r of ±10−4 , with parameters’ values used in Fig. 3.

following relation
F
Ruv

*Q
(ui − ū)(vi − v̄)
+
= * i=1
,
*Q
Q
2
2
i=1 (ui − ū)
i=1 (vi − v̄)

(26)

where ui and vi refer to the pixel values of i adjacent pair,
F is set as H, V or D for horizontal, vertical or diagonal
directions, respectively, and Q = 104 . Also, ū and v̄ refer
to the mean intensity of pixels values for the 104 selected
pairs. Figure 10(a)-(f) shows the correlations in horizontal,
vertical, and diagonal directions occur for adjacent pixels in
plain images, while the values of correlation coefficients of
adjacent pixels (CCAP) are given in Table II.
The resistance of the proposed scheme against differential
attacks is examined through applying a slight modification
on the particular value of randomly chosen single pixel in
original image. A comparison between the resulting encrypted
image and the corresponding encrypted image of unperturbed
plain image is then carried out. The degree of convergence
or divergence between two cipher images can be quantified
via the two well-known measurements, namely, the unified
average changing intensity (UACI) and the number of pixels
change rate (NPCR). The UACI is used measure the mean
intensity of differences between two images whereas NPCR
evaluates the percentage of different pixel intensities between
two images. Both parameters are expressed, respectively, as
γij − σij
100
,
(27)
UACI% =
X × Y i,j
255
NPCR% =

100
X ×Y

δij ,

Fig. 10. Correlations between adjacent pixels along: (a) horizontal direction
in plain image, (b) horizontal direction in encrypted image, (c) vertical
direction in plain image, (d) vertical direction in encrypted image, (e) diagonal
direction in plain image, and (f) diagonal direction in encrypted image.
TABLE II
S TATISTICAL Q UANTITIES W HICH Q UANTIFY S ECURITY S TRENGTH OF
THE P ROPOSED C HAOS B ASED PA.LDPSK-MPPM T ECHNIQUE

(28)

i,j

where δij is the Kronecker delta, γij and σij are pixels’ values
at position (i, j) in first and second encrypted images.
The computed values of UACI and NPCR are shown
in Table II. It is clear that CCAP in plain image take large
values close to 1, in horizontal, vertical, and diagonal directions. On the other hand, the correlation coefficients between

neighboring pixels, in all directions, are obviously reduced
in the cipher image. This means that the critical statistical
characteristics which depict the original image are diminished
in cipher image. Moreover, the large values of UACI and
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TABLE III
S TATISTICAL Q UANTITIES FOR D IFFERENT Z ASLAVSKY M APS T HAT A RE
U SED FOR P ROPOSED C HAOTIC PA.LDPSK-MPPM T ECHNIQUE

NPCR highlight the fact that the proposed technique is high
sensitive to minute perturbations in input data [36]. Table III
shows a comparison of the statistical quantities that justify the
security strength of the chaotic maps. We explore the results
obtained for different maps; where original Zaslavsky map
with (β1 = β2 = 0) is utilized along with unperturbed parameter r. The lower the values of NPCR and UACI, the more
vulnerable the system to differential attacks. Furthermore,
the degradation in the security level is also observed when
chaotic perturbations are applied only on the positions of
information bits as illustrated.
VII. C ONCLUSION
We have presented all-optical setups for hybrid
chaos-secured PA.LDPSK-MPPM where the optical-signal
polarization is employed as an additional degree of freedom
to dispense with the matched multi-stage optical-delay lines
necessary for the prior systems. The security of the new
hybrid modulation scheme is guaranteed by incorporating
message-seeded two-dimensional discrete-chaos perturbations
in the physical layer. Spectral efficiencies analysis shows
competitive data rates of the proposed PA.LDPSK-MPPM
techniques compared with that of the more complicated prior
implementations of LDPSK-MPPM. The BER expressions
have been determined for the proposed scheme considering
fading gamma-gamma FSO channels. Based on these
expressions, the system performance has been investigated
and compared with that of the prior LDPSK-MPPM scheme.
The numerical results reveal that the PA.LDPSK-MPPM
modulation outperforms its prior counterpart implementations
of LDPSK-MPPM, specifically, with a power saving of at
least 5 db at a BER of 10−4 . A trade-off has been verified
between the chaos-mismatch BER performance and the
security level due to the message-seeded two-dimensional
chaotic map. The immunity of the chaotic PA.LDPSKMPPM scheme has been checked via numerical analysis
by transmitting a sample image. The large key space of
the proposed secure communication scheme abolishes the
effectiveness of brute-force attacks. The invulnerability of the
encrypting system against various statistical attacks is verified
through teeny values of correlation coefficients and image
histograms. Moreover, the measurements of NPCR and UACI
prove the impregnability of the proposed technique versus
differential attacks.
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