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Abstract. Software Defined Networking (SDN) is an evolving technology in 

computer networks. One of SDN challenges is the lack of a standard SDN high-

level framework, which provides an abstraction to lower levels through an easy 

to use high level interface without getting involved in difficult and complex 

programming tasks. Consequently, we propose IoTManager, an SDN concern-

based management framework for IoT networks. IoTManager provides high 

level abstraction in SDN management layer through the separation of network 

concerns. IoTManager translates a set of input keywords into policies based on 

network management function and network concerns. Our translator is hybrid; 

proactive as it inserts OpenFlow rules to switches based on defined policies and 

reactive where it handles events according to the defined policies. A network 

scenario simulation via mininet shows our framework’s functionality and the 

high-level policies the framework can support converting them to low level 

flow rules. In addition, the performance is measured through calculating the 

different processing times. Moreover, the proposed abstraction facilitates 

managing the network through separation of concerns thus dividing the network 

management problem to less-complex sub-problems. Additionally, it helps 

closing the semantic gap between the intents of network administrators and the 

languages in which those intents can be encoded. 

Keywords: Software Defined Networking, IoT, Network Management, 

Separation of Concerns, Network Abstraction. 

1 Introduction  

Software defined networking [1] separates the network to layers or planes. The 

infrastructure layer or data plane contains the forwarding switches. The control plane 

contains the controller doing all the thinking and control. And the management plane 

is represented in a programming language, a policy-based framework or network 

applications. Each layer provides abstraction for the underlying layers. The south 

bound interface is the communication protocol between the infrastructure layer and 

the controller. The most commonly used  protocol is OpenFlow [2]. While the north 



bound interface is the communication protocol between the management plane and 

the controller. There is no standard north bound interface. 

 

The SDN  [1] literature reviewed the proposed work in different SDN planes ,the 

limitations ,the challenges and further research domains in SDN [3, 4]. These 

challenges include providing a high-level abstraction framework to be easily used by 

network administrators lacking programming background. To overcome these 

challenges, related work addressed a set of programming languages to provide an 

abstraction for developers to create network applications. Also, policy-based 

frameworks were proposed providing an interface and control parameters for the 

network administrator to define network policies. However, further research and 

investigations are required before having a standard high-level abstraction in SDN 

adopted by enterprises. An example of recent related work  is; OSDF [5] which is an 

intent-based SDN programming framework. Another example is Opensec [6] which is 

a policy-based security framework.  

 

Other works in literature such as [7] [8] [9] introduced SDN controller designs 

with different SDN architectures, such as, logically centralized physically distributed 

architecture, which provide management capabilities for networking operations and 

various applications and services in computer networks. IoTManager differs in its 

design, architecture, the provided control domains, and the interface to define policies 

through keywords. Furthermore, IoTManager is event-driven handling events related 

to time, data usage, traffic type, network, and server resources. IoTManager is one of 

the proposals in the network management plane, providing an abstraction for lower 

layers and representing an interface for the network administrator to manage the 

network. This paper is an extension to our previously published paper [10] which 

introduces our framework and its main components and architecture, providing 

preliminary simulation results. According to the previous paper, the framework’s 

main contribution and goals are as follows, details can be found in the published 

paper: 

 

 Providing a high-level abstraction in the SDN model in the management 

plane with a multifunction framework and easy interface for policy 

definition 

 Extending the control model provided by other SDN systems.  

 

This paper is arranged as follows, section 2 presents the updated building blocks of 

our framework and its components and architecture. Section 3 evaluates our 

framework. Some future work-related points are discussed in section 4. Finally, 

section 5 concludes our work. 

 
 

 

 



2 IoTManager Components 

IoTManager components are shown in Fig. 1. They are built on pox controller [11] 

and implemented in python: 

 

Fig. 1.  IoTManager components and building blocks. 

2.1 Policy input GUI 

Policy definition keywords are represented in Table 1. The keywords are presented in 

a graphical user interface as shown in Fig. 2. Primary tabs are QoS, monitoring and 

security. Secondary tabs include application, communication, and resources. Under 

each tab are the keywords related to this concern. The keywords present control 

parameters that correspond to flow fields [2] to pick up the traffic to which the policy 

should be applied. Other control parameters are event-related, defining the network 

conditions in which the policy should be applied through defining when to raise 

events and how to handle them. Global keywords can be changed by the administrator 

causing change in the action and can be used to handle conflict between the policies. 



 

Fig. 2.  Policy input graphical user interface. 

 



Table 1. IoTManager policy definition keywords. 

Global keyword 

Network 

management function 

Quality of service, Traffic Monitoring, Security 

Concern Application, communication, resources 

Concern Control parameter  Keyword 

Application Flow fields: 

 

-Protocol TCP/UDP 

-src port 

-dest port 

Traffic type 

(event-related) 

-Application type 

-Attack 

Communication Flow fields -TOS field 

-Src mac addr 

-Dest mac addr 

-vlan 

-frame type 

-src ip addr  

-des ip addr 

data usage 

(event-related) 

-datarate (mb/s) 

-bytes 

-flow duration (sec) 

-no. of connections 

Resources Flow fields Sw in_port 

Network resources 

(event-related) 

-link bandwidth (mb/s) 

-Server resources:  -server ip 

-RAM usage % 

-Processor usage % 

-Storage usage % 

Default  

App 

Comm 

Resources  

ACR 

AC 

AR 

CR 

Action -Allow 

-Notify the admin by mail 

-Block 

-Log 

-Decrease data rate (using 

TOS field and queues) 

-Change vlan 

-Reroute  

-Specify queue 

-Detecting application type 

-Detecting attacks 
 Time 

(event-related) 

Time interval start 

Time interval end 
 Priority number  
 Policy expiry time 

(event-related) 

Y/M/D/H 

Year/month/day/hour 

 



2.2 Policy Database 

Policy keywords’ values defined through the policy input interface are written to a file 

until the policy is deleted by the administrator or when it expires. 

 

2.3 Policy reader 

Reads the policies from the file and converts them to policy objects. 

 

 

2.4 Policy to flow rules block 

A function which is called to check policies’ objects and insert flow rules to the 

switches accordingly. It is called by “handling packetin” function after the switching 

or routing function that determines the flow rule’s output port. It is also called by 

events’ handlers to modify the flow rule’s action or add a new rule according to the 

raised event. It works by checking every policy’s keyword value if specified, then it 

adds the keyword value to the corresponding flow field in the flow rule. On the other 

hand, for event related specified keywords, it checks whether the event has been 

raised for the flow to which the packetin belongs and it updates a flag accordingly. 

There is an array for every event to keep track of all the policies related to this event 

through adding the policy ID in the array. After checking all the keywords, the flag 

indicates whether all the policy conditions apply including flow fields and other 

network parameters. In this case the flow rule created according to the policy is added 

to the switch. Otherwise the rule is not added and instead a rule with the default action 

is added for this flow.  

 

 A switch flow rule contains only flow fields and action, while the policy contains 

other control parameters. The flow rule action is specified proactively according to 

the current values of control parameters. The rules inserted in the switch are changed 

reactively when an event is raised indicating any change in these parameters. 

According to the defined policies if the keyword related to an event is set, a flag 

activates the event source which checks for the specified condition and raises event 

accordingly. 

 

2.5 Packetin handler 

A function which is called when packetin event is raised when a packet is sent from 

the switch to the controller. When a flow reaches the switch, it searches the rules in its 

flow tables if none of the rules matched, a packet from the flow is sent to the 

controller to take the decision and to add a rule for the flow in the switch. The 

packetin handler checks flags for any activated event source related to the flow or 

network conditions according to the inserted policies and calls the activated event 

sources’ functions. 

 



2.6 Application and attack detection block: (event source) 

Application type and attack are detected through traffic behavior from flow and port 

statistics received from the switch and from the flow fields values. When application 

type or attack specified in a policy is detected an event is raised to be handled 

according to the action in the policy. Also, for policies with actions to detect 

application or attack, a packet is sent to the block to detect its application type. 

Moreover, the packet can be sent to external intrusion detection systems to be 

analyzed. 

 

2.7 Switching and routing block 

A function which specifies through layer 2 and layer 3 switches’ tasks the output 

switch port to be added in the flow rule action to determine the path of the flow.  

 

2.8 Statistics processing block: (event source) 

A function which processes the statistics received from the switches to measure flow 

bytes, flow duration, consumed bandwidth, available bandwidth and data rate. 

Furthermore, it acts as event source to raise event when the values in related policies 

are reached. Statistics are requested every 10 seconds. The event source 

corresponding to a policy keyword is activated when this keyword is set. 

 

2.9 Event handler 

Handles events received from event sources due to change in network control 

parameters and according to the traffic. It checks policies related to this event and 

adds or modifies corresponding flow rules according to the raised event and defined 

policies. 

 

2.10 Time check: (event source) 

Checks current time and raises event when it matches the time interval start or end 

specified in a policy or when a policy expires. 

 

2.11 Servers resources’ detector: (event source) 

Measures the resources of the server specified in the policy (processor/RAM/storage). 

And acts as an event source to raise event when the values in the related policies are 

reached. 

 

 

 



3 Implementation and evaluation 

 

In this section, we implement a network scenario simulated in mininet. The scenario 

shows our framework usage, functionality, and the policies the framework can 

support. Through the given control parameters, the network administrator can 

generate the required rules to manage and tune the network saving the effort needed 

for writing a code to achieve the required scenario. 

 

 

3.1 Network topology 

Each policy is implemented separately in a client-server model with 3 hops between 

them as shown in Fig. 3. s1, s2, s3 represent the OpenFlow switches and c0 represents 

our framework built on pox controller. 

 

 

Fig. 3.  Network topology for testing the network scenarios in mininet 

3.2 Network scenario implementation 

Policy1: QoS-oriented. The aim of this policy is to prevent applications like FTP and 

traffic of high data rate of a certain subnet from consuming the bandwidth and 

blocking the network. This is done through taking an action for the corresponding 

flow, like decreasing the data rate or rerouting traffic or even blocking or allowing 

traffic while notifying the network administrator. However, taking the action is 

according to the time the policy is applied, and other network conditions and 

resources such as available link bandwidth. The objective of this policy is to enhance 



the QoS. Below QoS tab, the network administrator can find the required keywords 

classified according to network concerns. 

Policy definition using keywords. Policies are defined through the GUI shown in Fig. 

2. Using the keywords presented in Table 1. 

 Table 2 shows the different values to be entered in keywords below different tabs 

to define policy1. 

 

Table 2. Policy1 keywords definition. 

Keywords below QoS/application tab and Monitoring/application tab 

Application type  ftp 

Keywords below QoS/communication tab and Monitoring/communication tab 

Source network address 10.0.0.0 

Source mask 24 

Data rate 9 

Keywords below QoS/resources tab and Monitoring/resources tab 

link bandwidth consumption % 50 

Concern-based action 

Function: QoS, concern: resources block 

Function: QoS, concern: 

application/resources 

Decrease data rate 

Function: monitoring, regardless of 

concern  

Allow-notify 

Time interval start 9 

Time interval end 14 

 

Simulation results. The policy action differs according to global keywords. Policy 1 

presents three different cases as defined by the network administrator. In case1 when 

the function is “QoS” and the concern is “resources” the action is “block”.   In case 2 

when the function is “QoS” and the concern is “application/resources” the action is 

“decrease data rate”.   In case3 when the function is “Monitoring” regardless of the 

concern the action is “allow and notify the administrator”. The simulation results for 

the three cases are shown in Fig. 4. 



 

Fig. 4.  Throughput for the three cases for ftp traffic from the subnet 10.0.0.0/24 according to 

policy1 and global keywords’ values. 

The default action is “allow” and it is taken after about 0.0759 seconds from flow’s 

start. 

 

The policy-based action is taken when all the policy’s conditions apply. According 

to Table 2, in policy 1 the action is taken for ftp traffic from subnet 10.0.0.0/24, when 

the traffic’s data rate exceeds 9 mb/s and the link’s bandwidth utilization exceeds 

50%. The conditions were met after about 10 seconds from the flow’s start. 

 

Policy2: (Control traffic according to server resources).  

Policy definition using keywords. Policy 2 checks server resources and take action 

when server’ storage usage reaches a certain percentage. The action differs according 

to the concern specified by the network administrator through the global keywords as 

follows; Concern: resources (server resources), action: block. Concern: 

communication, resources (link resources) action: decrease data rate. Concern 

application, action: allow and notify. Fig. 5. shows the policy definition using 

keywords. 

 

 

 



 

Fig. 5.  Check the storage of server 10.0.0.3 and when it exceeds 55 % raise event to take an 

action 

Simulation results. Fig. 6. shows the data rate of traffic from client sending a big file 

to the server, and how it is controlled according to the policy. Fig. 7 shows the storage 

utilization percentage while traffic is being transferred. 

 

 In case 1 (“resources” is the only concern), the traffic is blocked once the server 

storage limit is exceeded after about 170 seconds, to prevent server crash due to full 

storage. The maximum storage utilization percent reaches 56% and increases no 

more. The file can be lately transferred after solving the storage problem by 

increasing the server storage or deleting unnecessary data. 

 

 In case 2 (“communication” and “resources” concerns), the traffic data rate is 

decreased so the traffic continues with lower data rate consuming less bandwidth. The 

file is completely transferred after about 750 seconds. The maximum storage 

utilization percent reaches 61% when the file is completely transferred.  

 

In case 3 (“application” is the only concern) the traffic is allowed. The file is 

completely transferred after about 470 seconds. The maximum storage utilization 

percent reaches 61% when the file is completely transferred. 

 



 

Fig. 6.  Traffic data rate from the client 10.0.0.5 writing to the server 10.0.0.3 according to 

policy2 and global keywords values. 

 

 

Fig. 7.  Storage percent utilization on server 10.0.0.3 according to policy2 and global keywords 

values 



Policy 3: Security-oriented Policy (access control) 

 
For a certain subnet this policy allows access only to a given list of mac addresses to 

prevent unauthorized computers from accessing the network. The objective of this 

policy is security. Below security tab the network administrator can find the required 

keywords classified according to network concerns. 

Policy definition using keywords: Define all actions to “allow” regardless of the 

concern as shown in Fig. 8. 

 

Fig. 8.   Matching traffic by mac address and subnet, allowed mac addresses entered separated 

by hyphen (00:00:00:00:00:01-00:00:00:00:00:02-00:00:00:00:00:03-00:00:00:00:00:04-

00:00:00:00:00:05) 

Simulation Results: 

 

Fig. 9. Traffic with source mac address specified in policy is allowed, while other traffic is 

blocked. 



For the host of mac address “00:00:00:00:00:2” The traffic is accepted as the source 

mac address is in the access list. The policy-based action is taken allowing traffic after 

about 0.053 seconds. The traffic from the host of mac address “00:00:00:00:00:12” is 

blocked as shown in Fig. 9 as it is not in the access list. 

Policy 3 is also applied on the traffic of policy1 and policy2 where security 

function is activated, so policy 3 is active. 

 

3.3 Evaluation 

Usability: qualitative evaluation: IoTManager facilitates network management 

through:  

 Separation of concerns. 

 Saving the effort needed for writing code to achieve the required network 

scenario. 

Feasibility: quantitative evaluation:  

 

Table 3 shows the different processing times measured for the three policies getting 

the average values. Processing times are calculated provided that statistics are 

requested from switches every 10 seconds, and mininet is set in a Linux virtual 

machine on a windows host with an Intel CORE i7 processor and 8GB of RAM. Also 

provided that the number of active policies is three and the number of hops between 

each server and client is three switches. 

Table 3. IoTManager processing times. 

Different processing times Average value in sec. 

Time writing defined policy keywords to a file (T1) 0.0104 

Time converting policy saved in policy file to policy 

object (T2) 
0.0024 

Time converting policy objects to OpenFlow rules 

inserted in switches T3 (time between reading policy 

objects and adding flow to switch) 

0.0316 

Time converting defined policy keywords to 

OpenFlow rules T1+T2+T3 
0.0445 

Time handling events (time between raising the event 

and handling it by calling “policy to flow rules 

function” to check policies related to this event) 

0.0557 

Time taking the action (time between receiving packetin event and adding a 

corresponding flow to the switch) 

Default action 0.0759 

Policy based action 
When policy conditions 

are met (shown in graphs) 



4 Future Work 

The paper introduced the initial version of IoTManager framework, there are ideas to 

improve the framework to obtain better results and get the most out of the design idea.  

 

Possible future work may include the following. 

 

 Complete defining a list in IoTManager for applications and attacks and 

how to detect them through behavior, so that the network administrator 

can define the application or attack by name, and they are detected by 

IoTManager. 

 Adding a block for user authentication. 

 Adding a block for policy feedback to assure policies are correctly 

implemented.  

 Deploying the framework using OpenFlow enabled switches with real 

traffic. 

 Measuring the processing time with greater number of policies, hosts and 

switches, determining the effect of increasing each on processing times. 

 Developing a generic translator for policies to any language to be 

compatible with all controllers and newer OpenFlow version. 

 Using machine learning to automatically define the policies without the 

network administrators’ intervention. Where concern and function global 

values change automatically according to network conditions and 

parameters. 

 

5 Conclusion 

We have introduced IoTManager, an SDN concern-based network management 

framework. It operates in the SDN management plane and provides abstraction for 

lower level layers. IoTManager provides an interface for defining policies through 

keywords saving the effort needed to write a code in the controller to achieve the 

required scenario. The framework’s design is based on separation of concerns 

according to network management function and various network concerns 

(application, communication and resources). The provided keywords allow defining 

flow fields to match them with the traffic’s flow. Such keywords are proactively 

converted to flow rules inserted in policies. Also, they allow defining other network 

conditions to raise events when conditions are met and to handle them according to 

the policies. A network scenario implemented in mininet showed our framework’s 

functionality and the policies it can support. In addition, the performance was 

measured through measuring the processing times to enforce the policies. The 

introduced abstraction adopting the separation of concerns concept in the 

management plane, helps dividing the network management problem to easily 

handled lightweight sub problems. Additionally, it would serve the IoT networks 

through meeting the different requirements of network services. 
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