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ABSTRACT Currently, secure multimedia applications are becoming a very hot research topic, specifically
over the Internet and wireless communication networks due to their rapid progress. Several researchers have
implemented various chaotic image and video encryption algorithms to achieve data stability and communi-
cation security. This paper presents a novel bit-level video frame cryptosystem that is dependent on the piece-
wise linear chaotic maps (PWLCMs). It is implemented for orbital angular momentum (OAM) modulation
over different turbulence channels. Firstly, the mathematical model for the bit error rate (BER) of OAM mod-
ulation is derived over the gamma-gamma turbulence channel. After that, a comparison between the theoret-
ical results from Mathematica and the simulation results from MATLAB for different turbulence strengths,
signal-to-noise ratios (SNRs), and propagation distance values is presented to assure that there is a perfect
match. The proposed video cryptosystem is checked using entropy analysis, histogram testing, attack analy-
sis, time analysis, correlation testing, differential analysis, and other quality and security evaluation metrics.
The simulation results and the performance analysis confirm that the proposed cryptosystem is reliable and
secure for video frame encryption, and communication with different turbulence conditions in free space.

INDEX TERMS PWLCM, multimedia security, free-space optics, gamma-gamma turbulence channel,
orbital angular momentum.

I. INTRODUCTION

The photonics community is extremely concerned with
achieving an excessive potential for data processing and
resolving the crushing issue of unresolved bandwidth [1].
Multiplexing of a diversity of autonomous data channels is
an exemplary way for improving both transmission capac-
ity and spectral efficiency of lightwave communication
systems. Different polarizations, wavelengths, or spatial
channels can be positioned on the different data channels
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in consistency with multiplexing categories [2]. Recently,
space division multiplexing (SDM), along with conven-
tional multiplexing techniques, has gained much attention
for capacity improvement in optical communication sys-
tems. Mode-division multiplexing (MDM) is a distinct SDM
scenario, in which every mode can convey an indepen-
dent data channel [3]. The SDM technology enhances the
communication system capacity by transferring multiple
parallel independent data streams. The SDM can be real-
ized by transmitting various spatial modes on a multi-mode
fiber or employing multiple nuclei on a multi-core
fiber [4].
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The orbital angular momentum (OAM) is suggested to
transmit multiple signals via free-space channels [S]-[7]. The
orthogonality of OAM beams enables propagation without
signal interference and allows simultaneous transmission
of information on OAM modes. However, the transmitted
OAM beams endure atmospheric turbulence (AT) in real-life
communication scenarios, where there are spatial differ-
ences in the air refractive index. The OAM beam propa-
gation in turbulent environments contributes to distortion
of the phase front, beam spreading, and wandering. The
signal power carried by a specific OAM mode is often
transferred to other modes, leading to modal crosstalk. This
modal crosstalk is mode-dependent and it destroys orthog-
onality between OAM modes, leading to loss discrepancies
called mode-dependent losses, which cause system-level out-
put degradations [8]. Various turbulence-induced irregularity
alleviation techniques have been suggested for free-space
communication. Turbulence mitigation can be accomplished
either via adaptive optics (AOs) at the beam level or through
digital signal processing (DSP), including channel coding and
channel equalization techniques [8].

The rapid growth of the Internet and the emergence of
smartphones with a large amount of secret information, par-
ticularly images, have lead to the emergence of security
issues. However, due to the size of data and the large redun-
dancy in raw images, conventional encryption algorithms,
including international data encryption algorithm (IDEA),
data encryption standard (DES), and advanced encryption
standard (AES), may not be satisfactory for usage in image
or video encryption [9]. Several different algorithms have
been employed to eliminate image data leaks, including chaos
theory [10]-[12], optical transformations [13]-[15], arbitrary
grids [16], DNA coding [17], [18] and compressed sensing
[19].

The key characteristic of chaotic technologies is their sen-
sitivity to control parameters and primary conditions, which
can be used for image or video diffusion, and confusion,
to attain the required cryptographic properties [20], [21].
Image time or frequency domain encryption can be
employed [22]. In some techniques, the pixel values of the
image are manipulated in the time domain. In other ones,
pixels are translated first to the frequency domain, and then
the transformed coefficients can be modified [23]. Liu et al.
in [24] provided a one-time key and a reliable chaotic image
encryption method. In [25], Wang et al. proposed an algo-
rithm based on the logistic map for color image encryp-
tion. The authors employed a combined strategy for the per-
mutation and diffusion of the R, G, and B components to
enhance the encryption efficiency. Several chaotic maps such
as hyper-chaotic maps, quantum logistic maps, couplings of
grid maps, and a chaotic fractional-order map were exploited
to construct robust cryptosystems [26]-[30]. In [11], a block
image encoding scheme was suggested based on compos-
ite chaotic maps and a dynamic arbitrary progress system.
It is capable of removing the cyclic phenomena and avoid-
ing the chosen plaintext attack, effectively. The authors of
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[31], and [32] implemented spatio-temporal non-contiguous
coupled map gratings and spatial-temporal linear-nonlinear
coupled map gratings with stronger dynamics than those of
the logistic map or coupled map gratings. The results of
simulation confirmed the effectiveness and security of those
algorithms.

Due to the permutation advantages in the bit level, rep-
resented in the simultaneous adjustment of the value and
pixel locations, several bit-level encryption algorithms were
proposed [12], [33]-[36]. Xiang et al. recommended in [33]
a discriminating image encryption scheme that encrypts the
four upper bits in each pixel and leaves the four lower bits
fixed. Zhu et al. suggested in [37] a bit-level permutation
system that depends on Arnold cat map and a logistic map
for image encryption. A logistic map creates the parameters
of the Arnold cat map. As the upper four bit planes enclose
almost all image information, they are autonomously con-
fused, while the lower four bit planes are entirely permuted.
However, Zhang et al. and Wang et al. found some short-
comings in Zhu’s algorithm [35], [38]. Teng ef al. developed
also in [39] a self-adaptive encryption algorithm, but this
algorithm has the same drawback as that of Zhu’s algorithm.

A novel bit-level high-efficiency video coding (HEVC)
encryption method based on cyclic shift, swapping, and
piecewise linear chaotic maps (PWLCMs) is proposed in
this paper to resolve the above-mentioned shortcomings.
A PWLCM is configured with uniform invariant distri-
bution, strong ergodicity, and few regular windows in
its branching diagrams [36]. With these characteristics,
the presented cryptosystem effectively withstands differential
attacks.

To the best of our knowledge, it is the first time to study and
evaluate upper bound and approximate upper bound expres-
sions for the average BER of OAM modulation, considering
the effects of gamma-gamma (GG) turbulence channel. Also,
the effects of different turbulence strengths, SNR values,
and propagation distances on OAM are considered. An effi-
cient chaos-based HEVC cryptosystem for OAM modulation
is proposed to overcome the shortcomings of the preced-
ing algorithms and enhance the security levels of video
streaming. The introduced cryptosystem provides low pro-
cessing time and better efficiency in the presence of chosen-
plaintext, known-plaintext, and statistical multimedia attacks.
The robustness and ciphering performance of the proposed
cryptosystem is improved as it allows column and row per-
mutations at the same time.

The main contributions of this work are as follows:

o Derivation of closed-form expressions for the upper
bound and approximate upper bound BER of OAM
modulation for single-input single-output (SISO) trans-
mission using 16 OAM states in the presence of the GG
turbulence FSO channel.

o Achievement of perfect match between the theoretical
analysis using Mathematica and the simulation analysis
using MATLAB under different turbulence strengths,
propagation distances, and SNR values.
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« Introduction of an HEVC cryptosystem for OAM com-
munication with more statistical analysis for a robust
performance in the presence of different attacks, includ-
ing known-plaintext attack, and chosen-plaintext attack.

o Study of the impact of different values of turbulence
strength on the performance of the OAM communica-
tion system.

o As a proof of concept, transmission of several HEVC
video frames is assessed, numerically. The security anal-
ysis is performed to prove the immunity to different
types of potential attacks.

The structure of the paper is as follows. In Section II,
we present the related work about different encryption tech-
niques. In Section III, we describe, in detail, the theoretical
analysis of OAM BER over a GG turbulence channel and
also the configuration of the HEVC cryptosystem for OAM
communication through this channel. In Section IV, both
theoretical and simulation results are demonstrated, and also
the performance analysis is presented. Finally, Section V is
devoted to the conclusion.

Il. RELATED WORK

In [40], the authors proposed a chaotic image encryption
scheme applying two chaotic functions, which are sensitive
to initial conditions. This scheme has the ability to encrypt
original images with poor entropy values, and also it presents
faster, simpler, and more secure encryption compared to other
schemes. In [41], a method of optical image encryption
employing gyrator random encoding and scrambling through
a 3D chaotic map was proposed. Firstly, the scrambling is
implemented to overwhelm the permuted image demerits.
Then, the gyrator and spatial domains are exploited to per-
form a random encoding process to achieve robustness and
good performance against multimedia attacks.

In [42], a 2-D chaotic Baker map with various operation
modes was designed in the fractional Fourier domain. A per-
mutation process is performed via the Baker map using three
operation modes. An experimental study was presented to
analyze this method. It has attractive security features, resis-
tance to conventional attacks, and low computational cost.
A self-adaptive diffusion-shuffling mechanism and a ran-
dom deoxyribonucleic acid (DNA) method were suggested
in [43]. The DNA is used to sequence the original image
with random encoding rules to rearrange the original image
pixels. The diffusion-shuffling process is then carried out for
the encryption purpose. The properties of the original image
affect the degree of diffusion-shuffling. Simulation results
demonstrated that the system introduced in [43] is protected
against conventional attacks, and it allows variable reuse for
more effective real-time image encryption applications. The
algorithm presented in [36] is based on a PWLCM, and it
performs encryption in only one round. Simulation results
and performance analysis verify reliability and security of this
image encryption algorithm.

VOLUME 9, 2021

A 2D fractional Fourier transform (FrFT) based color
image cryptosystem that depends on a 2D opto-logistic map-
ping (2D-LM) was presented and evaluated in [23]. This
evaluation depends on visual inspection, entropy testing, his-
togram testing, quality measures, noise testing, and computa-
tional time analysis. In contrast to other works, the simulation
results revealed superior performance. The algorithm in [44]
depends on L-ary differential phase-shift keying multiple
pulse position modulation (LDPSK-MPPM) that is protected
by a discrete chaos mechanism in the physical layer. Device
protection was tested for various forms of attacks, such
as brute-force, differential, and statistical attacks by Monte
Carlo (MC) simulations. A block-based opto-color cipher
system depending on double random phase encoding (DRPE)
with various block sizes was examined in [45]. The simula-
tion results proved that this system is stable, reliable, and it
has a good immunity to channel noise.

In [46], an FrFT-based LM color image cryptosystem was
provided. Experimental results indicated that this cryptosys-
tem is extremely secure and superior to other cryptosystems.
The authors of [47] presented a study of the encryption
efficiency of chaotic image block ciphering in the spatial
and FrFT domains. The results demonstrated that the chaotic
FrFT image encryption increases the confusion efficiency
and produces a high non-linear relationship between plain
and cipher images. Moreover, it has a high resistance to
channel noise, and hence it can be effectively applied in noisy
channel conditions. A color image cryptosystem based on
RC6 with different operating modes was proposed in [48].
The simulation results reveal that this cryptosystem with
cipher block chaining (CBC), cipher feedback (CFB), and the
output feedback (OFB) modes can efficiently hide all color
image information in images with few details, even in the
presence of some input blocks with similar data. It also has
a large efficiency in encrypting images in terms of security,
encryption quality, and noise immunity.

Two robust hybrid watermarking techniques, namely the
homomorphic-transform-based singular value decomposi-
tion (SVD) and the three-level discrete stationary wavelet
transform (DSWT) for HEVC were introduced in [49]. The
results prove that the hybrid fusion-encryption-watermarking
system achieves a good perceptual quality with high peak
signal-to-noise ratio (PSNR) values, less bit rates, high cor-
relation coefficients with original frames, high information
capacity, and high robustness without affecting the original
3D HEVC frame quality. A high-efficiency transmission and
integrity assurance system based on HEVC was presented
in [50]. This system is good and effective for verifying
the integrity of HEVC frames through unsafe communica-
tion networks. This makes such cybersecurity framework
appropriate, safe, and suitable for verification of multime-
dia integrity. A hybrid cryptosystem that combines DNA
sequences, chaotic Arnold map and Mandelbrot sets for stable
streaming of compressed HEVC was introduced in [51]. Sub-
stantial simulations and security analysis have been presented
to ascertain robustness and security of this cryptosystem.
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A bit-level image encryption algorithm based on PWLCM
was presented in [36]. The simulation results and perfor-
mance analysis in [36] reveal that this algorithm is effec-
tive and reliable for image encryption. Our previous work
in [52] introduced an alternative effectual CNN architec-
ture that is designed based on trial-and-error approach till
getting the optimum network parameter and hyperparameter
values to yield the best performance metrics of deep learning
with three different optimizers. The objective is to obtain
the optimal model through the 16 OAM-SK-FSO system
using a 2D chaotic interleaver with Turbo and LDPC coded
images. However, in this work, we consider the effects of
GG turbulence channel and use both MATLAB and Math-
ematica, to obtain the upper bound and approximate upper
bound expressions for the average BER of OAM using
16 states. In addition, to resolve the disadvantages of the
preceding encryption algorithms and increase the security
levels of video streaming, an effective chaos-based HEVC
cryptosystem for OAM modulation is presented.

lll. HEVC VIDEO FRAME ENCRYPTION

FOR OAM MODULATION

The block diagram of the proposed cryptosystem for OAM
modulation is depicted in Fig. 1. Firstly, the video frame is
decomposed into eight bits by the binary bit-plane decom-
position (BBD). After that, the bit planes are partitioned ran-
domly into two similar groups [36]. In the presented model,
the four upper and lower bit planes are selected as the two
groups. Then, these two groups are transformed into two
binary sequences: M| and M5. The bit plane arrangements
are set from left to right, top to bottom, and upper to lower bit
planes in order to get M1 and M> [36].

During the diffusion phase, to adjust the bit values in M
and M> and produce Ny and N,, confusion, cyclic shifts and
XOR operations are employed. During the confusion phase,
the binary elements in Ny and N, are exchanged by employing
the chaotic control map, and then we get K1, and K>. Finally,
the ciphered video frames are obtained by arranging K; and
K> into bit planes, and then combining all bit planes. N
rounds are applied to further enhance the proposed cryp-
tosystem performance [36]. The parameters and conditions
of the unpredictable maps are used as secret keys. Before
the confusion and diffusion phase, the creation of the two
binary key-stream sequences is implemented using a secret
key, key; = (20, 81). Let the size of the input video frame be
M x N. The preliminary parameters §; and zo are adjusted
to iterate the PWLCM for Ny + MN times, and remove the
previous Ny values to prevent harmful effects. The PWLCM
is a map comprising several linear segments. It is defined
as [36]:

Zi;l, O<zi-1<nm
n
i =F(zio,m)= {3171 n<z <05 (D
05—n
F(1—zi1,n, 05=<z- <1,
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FIGURE 1. Block diagram of the proposed cryptosystem for OAM
communication.

where the positive control parameter and initial conditions are
n € [0,0.5], and z; € [0, 1], respectively. When the map lies
in the entire parameter set, it is chaotic and it has no window
in its bifurcation diagram [38].

The chaotic sequence has M x N elements, Z = {z1, 22,
-+, zun }- The subsequent formula is used to convert Z (i) to
the integer sequence Z1 (i) [36].

Z, = mod(floor(Z x 10'#), 256) )
A. DIFFUSION PHASE

This stage is performed by the following steps [36]:

1) Compute the sum of elements in M>, and then obtain
M1, using the cyclic shift operation.

L
sumy =) Ma(i) 3)
i=1
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where L is the length of M| and M», L = 4MN, and M1 is
the result of the M matrix cyclic shift to the right by sum;
bits.

2) Encrypt the first element in M1 using its last element,
and the first elements in M» and n1, according to:

Ni(1) =M 1(1) @ My (L) ® Ma(1) ® ni(1) “®

3) Puti = 2, and encrypt the i™ element in M| by the
former element, and the i element in both M, and ny,
using:

N1()) = M1 (D) @ M1 — 1) @ M2(i) @ n1(i) &)

4) Seti =i+ 1 and return to step 3 until i reaches L. Use
an identical method to encrypt M,.
5) Calculate the sum of the elements in Ny, according to:

L
sumy =Y Ni(i) (6)
i=1
6) Get M»>; using the cyclic shift operation. M3, is the
cyclic shift of the M, matrix to the right by sum; bits.
7) Encrypt the first element in M3, by using its last ele-
ment, and the first elements in N and 77, according to:

No(1) = Mp(1) @ M2z (L) ® Ni(1) @ na(1) (N

8) Set i = 2, and encrypt the i element in M, by its
former element, and the i element in Ny and ny using:

No(i) = M2 (i) @ Mas(i — 1) @ N1(i) @ na(i) (®)
9) Puti =i+ 1, and return to step 8 until i reaches L.

B. CONFUSION PHASE
This phase is performed through the following steps [36]:
1) The sum of elements in N| and N, is computed as:

L
sum =Y " Ni(i) + Na(i) 9)

i=1
2) The secret key, key,(yo, 82) is used for the production
of the chaotic sequences Y and Q, and the initial value

so 1s set according to:

sum
5o = mod (yo + 1) (10)
In order to prevent harmful effects, the chaotic system is
iterated No+2L times and the previous Ny values are omitted.
The chaotic sequence has 2L elements, S = {s1, 52, - - - s21.}-
The sequence S is split into two equal parts by the following
two equations [36]:

Sl = {S],S2, ........ ,SL}
So = {SL41, 50425+ vt ,s21} (11)

Now, we use the following formula to transform S; and S»
to the integer sequences Y and O, where each sequence has a
length L.

Y = mod(floor(S; x 10'%), L) + 1
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0 = mod(floor(S, x 10'), L) + 1 (12)

3) Leti = 1, and exchange the binary elements in N| and
N7 according to:

temp = Ni(i)
Ni1(i) = Na(Y (D))
No(Y (i) = temp (13)

4) Leti = i+ 1; and go back to step 3 until i reaches L.
Then, set j = 1; and switch the binary elements in N;
and N, as follows:

temp = N (i)
Na(i) = Na(Q(D)
N1(Q@)) = temp (14)

5) Setj =j+ 1, and go back to step 4 until j reaches L.
The encrypted ki and k» row vectors are then obtained.
By transforming the sequences k| and k> into an MN video
frame, the ciphered HEVC video frame is obtained.

C. OAM MODULATION AND DEMODULATION
FOR FSO COMMUNICATION
The received signal after the turbulence channel is given

by [5]:
y=nlx +N (15)

where x is the transmitted encrypted data {0, 1}, I is the
received irradiance, n is the optical-to-electrical conversion
coefficient, N is the additive white Gaussian noise (AWGN)
with zero mean and variance Ny.
The received irradiance is given by [5]:

2

I= ‘/ x(r,¢,2).x"(r, ¢, 2)rdrd¢ (16)

where x (r, @, z) is the Laguerre Gaussian (LG ) beam spatial
distribution, and the equation that is used to measure the
average bit error rate (ABER) is given by [8], [52]:

XLG(,p)(r, ¢, 2)

T2
Yrez 2
E —7s S
= — - e Z(Z +‘71?) -e wz(l)

12"
(-3
<R
r«/i a I 272
\o@ 'h’<M@J

. . i —1( z
_e_,lg . eszel(szlHl)mn (ZR> (17)

where E is a normalization constant, r is the radial distance
from z, [ is the intertwined helical phase front, p is the radial
index, (r, ¢, z) are the cylindrical coordinates, T = 27 /A is
the wave number, A is the optical wavelength, and Lp” lis the
generalized Laguerre polynomial. At a distance z, the beam
radius of the standard Gaussian beam is given by [52]:

o (2) = woy/ 1 + (z/2r)? (18)
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1, -2
{-2, 5} {3,-5} {1,-2,3}{1, -2, -5}
{1,3, -5

FIGURE 2. The used 16-ary OAM states.

Rayleigh range is obtained by [52]:
2R = (mg)/ (19)

where wq is the beam waist at z = 0.

An enhanced mapping scheme is accomplished on the
encrypted data through the usage of a reflecting SLM to get
super-imposed OAM states. The SLM is equipped with a
set of phase holograms for transforming continuous Gauss
beams into super-imposed LG beams with various OAM
states in different wavelength ranges. Through the mapping
process, every quadruple bit is translated into a state from
16 states [52] as depicted in Fig. 2, and the binary repre-
sentation of them is shown in Table 1 due to OAM beam
orthogonality. Then, these orthogonal beams conveying the
raw binary encrypted data are passed first through the AT
channel, and then to the receiver. At the receiver, the inverse
operation can be performed using the same device to trans-
form an incoming OAM mode back to a Gaussian beam. The
idea is to apply the conjugate mode sorting technique that
is used to determine the OAM mode of a detected beam.
The demapping scheme is implemented by multiplying the
transmitted encrypted data with the conjugates of original
beams. Finally, we apply the decryption process to recover
the original video frames.

The channel used here is the GG turbulence channel, and
its probability density function (pdf) is given by [53]:

a+p
2w

ﬁU%—mew)xfTJIXKwﬁ@ WH)
(20)
1 ..
Ka-p (VOBI) = 5 Go3 (0Bl |og’ e
2 2 0 2
(21)
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TABLE 1. States of OAM and their binary representations.

States | Topological charge | Binary sequence
1 {1} 1000

2 {-2} 0100

3 {3} 0010

4 {-5} 0001

5 {1,-2} 1100

6 {1,3} 1010

7 {1,-5} 1001

8 {-2,3} 0110

9 {-2,-5} 0101

10 {3,-5} 0011

11 {1,-2,3} 1110

12 {1,-2,-5} 1101

13 {-2,3,-5} 0111

14 {1,3,-5} 1011

15 {1,-2,3,-5} 1111

16 Zeros 0000

@p)T s
o a+

D=—"—172 Gl |4_p s
D= F e G‘“( p T“T)

(22)

From the properties of Meier g function and the following
equation [54], [55]:

a a, +
ez ()] = |G 10)e] e

it is derived that:
aﬁ#
)= ——11
= F T
o ap 2,0 .
= T .rp) 02 [“ﬂ I’a -Lp- 1}

+5
=E-1

(24)

where « is the effective number of large-scale scattering
eddies and f is the effective number of small-scale scattering
eddies. The values of « and B are estimated with the help of
the following equations [52]:

o= [exp (0.49pv2/(1 + 1.11p32/5)7/6) - 1]_l :

—1
B = [exp (0.51p§/(1 +0.69,0v12/5)5/6> - 1] (25)

71
where p2 = 1.23¢2 k{1, is the variance of the irradiance

fluctuations, & is the normalized received irradiance, I'(-)
is the Gamma function, ¢ is the refractive index structure
parameter, and /, is the propagation distance.

The turbulence channel will therefore break the orthogo-
nality of OAM modes and distort information transmission
from the corresponding spatial OAM modes. The GG turbu-
lence channel effect is included. At the receiver, the detec-
tion process is performed using the conjugate light field
detection method. After demapping of all received data to
different OAM states, the decryption process is performed.
The decryption process is exactly the reverse of the encryp-
tion process [36], but with much attention to the reverse
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cyclic shift order and swapping. After the decryption process,
the original bit stream is obtained, and then transformed into
the HEVC video frames. The OAM bit error rate is computed
over the GG turbulence channel.

The instantaneous electrical SNR is given by [5]:

y = ()*/No (26)
The average electrical SNR is given by [5]:
1= (nE[I1)*/No @27)

The average SNR is given by:
E[I?]
Ry

To get the value of E[I], the following expression is esti-
mated [5], [55]:

a+p
) ) af T ath |
E[l]l = 1.f;(D)dl = [ — 1
1l /o fil) /0 NONGE

y:

(28)

Gy [aﬁl aip ";aﬂg} dl  (29)
2 2
From [54], [55], we have:
o 9 1 aj ap, Ap+1 a
Gmn 3 ey Uy n cee Up d
/0 [ bl,...,bm,am+1...,bq:| ‘

Hk 1 Do+ b)) [Tio T — o —ag) o
k n+1 [ + by). Hk —m+1 'l—o —bk).
(30)

After solving Eq.(29) according to Eq.(30), the value of
E[I] is obtained, and it is equal to 1.

To get the value of E[I%], the following expression is
estimated [5], [55]:

o0 o0 M
E[I? =/ 2, IdI:/ 2 et
= J A= |5 v et
1+ B).(1 + )
.G L dl = — - 7
02[ 2ﬁ, 2+ﬁ} ap
(31)
_ E[I? +D.(B+1
P = ey = e ;;ﬂ ) (32)

Now, we can get the value of ] as:

I= \/Z (33)
uw

By applying this simple random variable transformation
between / and y, the resulting SNR PDF for the IM/DD
technique is given as:

a+p

/3 2 a+p

Hy) = FoT ) )7

ol

atp —a+ﬁ] (34)
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The BER of K-OAM can be given by [56]:

K K

1 o
BERY,,, < —— . Dy (P;, P;).BEP' ™/ (35
0AM = Fiog K ;; H (Pi, Pj) (35)

> Jog, K
Q[lli—ljl.,/—y °2g2 } (36)

where BEP' 7/ is the bit error probability between symbols P;
and P;, Dy (P;, Pj) is the Hamming distance between symbols
P; and Pj, y is the average received SNR per bit, I; and I
are two independent and identically distributed channel gains,
Q(.) stands for the Gaussian g-function, and K is the number
of applied OAM states.

The objective now is to get the value of BEP™/. Assume that
U=|l;—1j|,and W = I; — I;. Then U = |W|, where I; and
I; are two independent random variables (RVs) characterized
by the GG pdf.

The pdf of W is given by [56]:

BEP ™/ =

N ARy
The pdf of U is given by:
Juw) = fww) + fw(—uw) (38)
where fiy (1) = fiy(W) for W > 0 and fy(—u) = f (W) for
W < 0.

Now, Eq.(22), and Eq.(37) are used to get the value of
Jw(W):

fw(W)=/0 i ég[aﬁa +W>) e }

[(a).I'(B)
B

’F(a(;-l“(ﬂ) 02 [“ﬁ fa - 1} i 9
By putting aB1; = I, and aBdl; = dI,
SwW)
- [" I+ afW
= <r<a> F(ﬂ))z'/ [( HapWl, 1}

[1‘ U ]dl (40)

The solution for this integral can be found as [54], [56].
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o0
x—1 st Cl, 5 Cy
/0 T G“V[(U+Td],"',dv]
o k
o (—o)
x G | gr| 1T g =
P4 [‘“ bi. . b, Z k!
m-+t,n—+s+1 ap, -+ ,dap
XGp b gtutl [“’ by, - ’bml (41)
By comparison between Eq.(40), and Eq.(41), we get the

following parameters: t =1, x = l,u,v =0,2,m,n = 2,
0,5,t =2,0,p,qg =0,2,0 =afw,0 =1,d, = b; =

a—1,8-1
AtW > 0:

k
S W) = fivtay = —2 Z( AL

(T().T(B)?

2.3 0,1+k—a,1+k—,3
XG3,3[ a—1,8—1k
Similar calculations can be obtained for fz(—u), and the

result shows that fy (1) = fw(—u). Hence, the PDF of u will
be:

] (42)

Juw) =

20 (- a,B u) A
(M )r<ﬂ>>2 Z G“HB] )

whereA=0,14+k—o,1+k—fB,andB=a—1,8—1,k.
The average bit error probability (ABEP) can be measured

by [56]:
o 00 y.log, K
ABEP™/ = / Q[u.‘/%} JuGdu — (44)
0
0W) = +erfe( ) (45)
x) = —.erfc(—
2 V2
where erfc(.) is the complementary error function [56].
In our case, x = u. M%K
ABEP™ /ool o - fulwyd
= —.erfc | ————— | fulw)du =
o 2 V2 !
7.log, K
< [ gt e 20
—.erfc . .
0o 2 V2 (T(a).T(B))?
00 k
(—ap.u) 23
x {];)—k! G2 1‘3 (46)

ABEP™/ =

op — (—ap) H5[. (A
(C(@).T(B)* {ZO k! .03,3[“(3)”
x / ) erfe (”'—”’_'logzK>du 47)

0

2

resh
iz 156].

Atz = [k erfe("Y 284y, we have a = k + 1,

It is shown that [~ (x)~!erfe(bx)dx =

74824

_ A/V-logr K
and b = Y282

ABEP ™/ =

r&2)
(k + 1).<—W NS
af L (— aﬁ)k ‘
B
w
x re) (49)

z= 2 (48)
(T(@). r(,3))2 — K
(k+ .8y

Now, to get the ABER, we use the following equation:

K K

1 .
_— Dy (b;, bj)).BEP'™7  (50)
Klog, K ; /:Zl n

ABER =

The value of the Hamming distance is substituted by:

K K

Zdeb,,b)— (51)

=1 j=1

1
Klog, K

The equation used to measure the ABER in the theoretical
analysis is:

_ apK (— aﬂ)" A
ABER = 2.(D(@).T(B)? Z T3 [I‘B}
k+2
rd2) )
T (IR

IV. THEORETICAL RESULTS AND

PERFORMANCE ANALYSIS

The proposed model efficiency is verified using both theo-
retical and simulation analysis under different values of tur-
bulence strength, propagation distance, and SNR. The values
of the parameters used in the analysis are K = 16, o= 11.6,
4.8,and 4.2, and 8= 10.1, 1.9, and 1.4 for low, moderate, and
strong turbulence strengths, respectively.

Figure 3 demonstrates the average BER versus SNR using
different turbulence strengths. From this figure, it is noticed
that there is an excellent match between theoretical results
using Mathematica and simulation results using MATLAB.
Also, the BER for low, moderate, and strong turbulence
strengths reaches 1077,1073,and 1073 using 16 OAM states,
respectively.

Figure 4 indicates the average BER versus propagation
distance at different turbulence strengths with and without
encryption. From this figure, it is noticed that increasing
the propagation distance makes the BER increase for the
different turbulence cases with and without encryption. At a
distance of 400 m, the BER of OAM reaches 102, 1074,
and 1073 using 16 OAM states for low, moderate, and strong
turbulence, respectively. It is indicated from this figure that
the implementation of HEVC encryption/decryption algo-
rithm with OAM improves the performance of the system
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FIGURE 4. Simulated BER versus propagation distance for different
turbulence strengths.

under different turbulence strengths at 400 m by nearly 3
orders of magnitude using 16 OAM states.

The performance analysis of the proposed system is dis-
cussed taking into consideration histograms, correlation coef-
ficients, entropy, quality analysis, differential analysis, and
other different security evaluation metrics [36]. In the simu-
lations, 256 x 256 traditional 8-bit gray-scale video frames
have been considered for testing.

A. CORRELATION ANALYSIS

In the horizontal, vertical, and diagonal directions, the adja-
cent pixels of the original video frame are strongly correlated.
An ideal encryption algorithm should have a sufficiently
low correlation between the encrypted video frame pixels to
avoid any statistical attacks [36], [44]. The correlations of the
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adjacent pixels in the plain and encrypted video frames are
evaluated and compared by arbitrarily picking 2000 pairs of
adjacent pixels in every direction of the two video frames.
The correlation distributions in the three directions of two
neighboring pixels are demonstrated in Figs. (5-7). It is
clear from the figures that the original video frame distribu-
tions for any two contiguous pixels are highly concentrated,
which implies that these video frames have strong correlation
between pixels. Due to the random distribution of adjacent
pixels in the encrypted video frames, these video frames have
low correlation. Furthermore, the mathematical formulas for
determining the correlation coefficient Ry, for each pair is
given by the subsequent equations [36], [45]:

cov(a, b)

VD(a).D(b)
1 N
E(@ = . > a

D(a) = Y _(a; — E(@)

i=1

Ry =

o
cov(a, b) = 1 > (ai— E(a).(bi —E(b))  (53)

o i=1
where a and b are the two adjacent video frame pixel gray-
scale values, while o is the total number of selected video
frame pixels. Table 2 demonstrates that the correlation coef-
ficients of the original and encrypted video frames under dif-
ferent turbulence strengths are close to 1 and 0, respectively,
in all three directions. From the obtained results, the proposed

system achieves large confusion and diffusion.

B. HISTOGRAM ANALYSIS

The amount of confusion generated by the encryption scheme
is estimated by histogram analysis. The histogram displays
the pixel level distribution in a video frame. Ciphered
video frame histograms must be distributed uniformly for
highly reliable encryption techniques to withstand statistical
attacks [36], [44]. The histograms of various original
frames and the corresponding ciphered frames are displayed
in Fig. 8, and all gray-scale values are uniformly distributed
over the interval [0, 255]. The histograms of the decrypted
video frames have been found to be entirely identical to those
of the original video frames under low turbulence strengths.
Under large turbulence strengths, the histograms of decrypted
video frames differ from those of the original video frames.
The histogram results confirm the ciphering/deciphering effi-
ciency of the proposed system.

C. ENTROPY ANALYSIS
Information entropy is the most important measure of ran-
domness in information theory. The equation used to measure
the information entropy is [36]:
21 |
H(m) ; plmi).logy s (54)
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FIGURE 5. The diagonal correlation plots of different video frames and their corresponding ciphered video frames for: (a: e) original video frames and
decrypted video frames under low turbulence strength.; (f: j) the corresponding correlation plots of original video frames; (k: o) encrypted video frames
under low turbulence strengths; (p: t) encrypted video frames under moderate turbulence strengths; (u: y) encrypted video frames under strong
turbulence strengths. The x, and y labels refer to the pixel gray-scale values at locations (x.y), and (x + 1,y + 1), respectively.

TABLE 2. Correlation coefficients between the original and encrypted video frames under different turbulence strengths.

Cases Diagonal Horizontal Vertical
BQM. | Flam. | For. | Love. | Race. | BQM. | Flam. | For. | Love | Race. | BQM. | Flam. | For. | Love. | Race.
Original | 0.929 | 0.944 | 0.943 | 0.945 | 0.946 | 0.942 | 0.983 | 0.981 | 0.984 | 0.986 | 0.979 | 0.967 | 0.966 | 0.959 | 0.972
Low 0.078 | 0.097 | 0.121 | 0.055 | 0.119 | 0.327 | 0.322 | 0.444 | 0.365 | 0.325 | 0.351 | 0.336 | 0.392 | 0.422 | 0.381
Moderate | 0.023 | 0.098 | 0.158 | 0.09 | 0.179 | 0.431 | 0.322 | 0.366 | 0.378 | 0.343 | 0.367 | 0.352 | 0.338 | 0.411 | 0.271
Strong 0.095 | 0.065 | 0.138 | 0.094 | 0.194 | 0.335 | 0.349 | 0.39 | 0.338 | 0.367 | 0.388 | 0.39 | 0.393 | 0.341 | 0.342

where m is the information source, n is the number of required
bits to represent the symbol m;, and p(m;) is probability of the
symbol m;.

When all pixels are distributed equally, the maximum
entropy in the 8-bit gray scale will be 8 [36], [45].
As the entropy approaches the optimum value of 8,
the ciphered video frame cannot be decrypted by an attacker.

74826

Eq. (54) is used to calculate the information entropy of
the plain video frames and the corresponding encrypted
video frames. The results are shown in Table 3. From this
table, it is evident that the estimated ciphered video frame
entropies are close to the ideal values, which means that
there is very little possibility of unintended information
leakage.
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FIGURE 6. The horizontal correlation plots of different video frames and their corresponding ciphered video frames for: (a: e) original video frames; (f: j)
encrypted video frames under low turbulence strengths; (k: o) encrypted video frames under moderate turbulence strengths; (p: t) encrypted video
frames under strong turbulence strengths. The x, and y labels refer to the pixel gray-scale values at locations (x,y), and (x + 1,y + 1), respectively.

TABLE 3. Information entropy.

Video frames | Original-video frame | Low | Moderate | Strong
BQMall 7.68 7.87 7.87 7.87
Flamenco 7.55 7.87 7.87 7.87
Forest 7.55 7.87 7.87 7.87
Lovebird 7.55 7.87 7.87 7.87
Race 7.55 7.95 7.95 7.95
D. DIFFERENTIAL ATTACKS where v and v; are two identical video frames with size M x

A good cryptosystem should guarantee that any minor N, and D(i, j) is defined as:

changes to the plain video frame will make substantial vari- o o

ations in the encrypted video frame to withstand differential DG, j) = 0 i@ j) =vali. ) (57)
attacks. The number of pixel changes rate (NPCR) and uni- LG, ) # v, )

fied average change intensity (UACI) are typically utilized

for differential attack analysis. Eqs (55)— (57) describe these After computing the UACI and NPCR values, the impacts

definitions [36]. [44], [45]. of a l-l?lt vapatlon in 'the plain video frame on the cor-
responding ciphered video frames are tested and given
D, j) in Table 4. As observed from the table, the proposed

NCPR = —— X 100% 55 ’
ZM x N x 7 (53) HEVC cryptosystem gives an NPCR over 99.6% and
Y V1) = v, )| a UACI over 33.4%. These findings show that the
UACI = Z WitsJ) = Vaik, )1 (56) proposed cryptosystem can efficiently resist differential

ij M x N x 255 attacks.
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FIGURE 7. The vertical correlation plots of different video frames and their corresponding ciphered video frames for: (a: e) original video frames; (f: j)

encrypted video frames under low turbulence strengths; (k: o) encrypted video frames under moderate turbulence strengths; (p: t) encrypted video
frames under strong turbulence strengths. The x, and y labels refer to the pixel gray-scale values at locations (x,y), and (x + 1,y + 1), respectively.

TABLE 4. NPCR and UACI performance. index (FSIM) is the SSIM Fourier form. The FSIM can build
a complete similarity index by distributing various weights to

. NCPR UACI . . . . .
Video frames various visual quality components to assess the video quality.

Low |Moderate | Strong | Low | Moderate | Strong
BQMall [0.996| 0.996 | 0.996 [0.334| 0.334 | 0.334
Flamenco |0.996| 0.996 | 0.996 |0.334| 0.334 | 0.334

It is necessary for the three parameters to get high and low
values for decryption and encryption, respectively [36], [45].

Forest 10996 0996 | 0.996 10334| 0334 | 0334 From Table 5, it is demonstrated that the estimated PSNR,
Lovebird 10996 0996 | 0.996 |0.334] 0334 | 0.334 SSIM, and FSIM of the encrypted video frames have low
Race 0.996] 0996 | 0.996 |0.334| 0334 | 0.334 values, which ensures that the suggested HEVC cryptosystem
is effective.
| M

E. PSNR, SSIM, AND FSIM MSE = .3 > [p(e, ) — e, »P  (58)
Peak signal-to-noise ratio (PSNR) is used to assess the robust- a=r: b=1 5
ness of the proposed system. It is measured betwe.en-the PSNR = 10log @' -1 (59)
original and decoded OAM video frames. Structural similar- ) )
ity index (SSIM) is used to estimate the similarity between SSIM = 2( €l EZD +viX 2TID ";VZ) (60)
plain and decrypted OAM video frames. Feature similarity (] +ep tv(T + 15 +v2)
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FIGURE 8. Histogram analysis. (a: e) The different original video frame histograms; (f: j) the different encrypted video frame histograms; (k: o) the
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D vew 01(X).pyp(x)
E::x51;17vn4(x)

and plain video frames, t;p signifies the covariance of plain
and decrypted video frames, and v is the video frame in the
spatial domain.

FSIM = ©61)

where p is the plain video frame, o is the decrypted video

frame, n is the number of bits per pixel, €; is the average
of the input video frame, €p is the average of decrypted (D)
image, rlz) and ‘C12 correspond to the variances of decrypted
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F. EDGE DETECTION ANALYSIS
The proposed HEVC cryptosystem with OAM modulation
should secure the information from the burglars on the edges
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TABLE 5. PSNR, SSIM, and FSIM performance metrics.

TABLE 7. Histogram deviation (Dy) and irregular deviation (D;).

PSNR SSIM FSIM
Low | Mod | Strong | Low | Mod | Strong | Low | Mod | Strong
BQMall | 9.8 |99 | 99 [042]0.34| 0.34 (042(0.34| 034
Flamenco| 9.8 | 9.8 | 9.8 |0.33/0.33| 0.33 |0.33]|0.33| 0.33
Forest | 99|99 | 99 [034]0.34| 0.34 [0.34(0.34| 034
Lovebird | 99 | 99 | 9.9 |0.34|034| 0.34 [0.34]0.34| 0.34
Race 9.8 198 | 9.8 [034]|034| 034 [0.34]/0.34| 0.34

Images

of OAM video frames. The visible distortion for the ciphered
video frames using the recommended cryptosystem can be
computed by the distortion on the video frame edges [36]. The
mathematical equation of the edge differential ratio (EDR) is
computed as the edge distortion by Eq. (62). Table 6 shows
that the EDR values between the enciphered and the original
video frames are close to 1, ensuring the total difference
between enciphered and original video frames. For the origi-
nal, encrypted and decrypted video frames, Figure 9 displays
the Laplacian of Gaussian edge detection. The edges of the
enciphered video frames are totally different from those of the
original video frames. It is also found that the detected edges
are the same as those found in the original and decrypted
video frames at low turbulence strengths, but the performance
gets slightly worse, when the turbulence strength increases.
These results show the superiority of the proposed HEVC
cryptosystem.

YNy ) — A
SNy i) + G

where w(i, j), and [i(i, j) are the detected edge pixel values of
the plain and encrypted video frames, respectively.

EDR =

(62)

TABLE 6. EDR performance metrics values.

Video frames BQMall | Flamenco | Forest | Lovebird | Race
Low 0.879 0.902 0.905 0.91 0.907
EDR | Moderate | 0.905 0.902 0.905 0.91 0.907
Strong 0.905 0.902 0.905 0.91 0.907

G. HISTOGRAM DEVIATION (D) AND IRREGULAR
DEVIATION (D))

The ciphering accuracy of the proposed cryptosystem is eval-
uated by measurement of the maximum deviation from the
histogram (D) of the plain and the ciphered video frames. Dy
metric is used to reveal the ciphering quality of the proposed
cryptosystem by calculating the maximum irregular deviation
from an ideal encryption process [36], [45]. The results of the
(Dpg) and (Dy) values as depicted in Table 7 are low, meaning
that the ciphered and original video frames are uncorrelated.
00+20255 + 2254 0:

i=1Yi

Dy =
" MN
255 .
—1 |H (@) — Mpy|
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Video D H D I
frames Low | Moderate | Strong | Low | Moderate | Strong
BQMall | 0.392 0.477 0.477 ]0.0034 | 0.0034 0.0034
Flamenco | 0.48 0.48 0.48 | 0.0031 0.0031 0.0031
Forest 0.46 0.46 0.46 | 0.0035 | 0.0035 0.0035
Lovebird | 0.47 0.47 0.47 |0.0032 | 0.0032 0.0032
Race 0.47 0.47 0.47 |0.0034 | 0.0034 0.0034

TABLE 8. The entropies of the original and ciphered black and white
images.

Image entropies
All white images | Ciphered images | All black images | Ciphered images
0 7.99 0 7.99

TABLE 9. Processing times for the different encrypted video frames.

Cipher video frames computation processing time (Sec)
BQMall. | Flamenco. | Forest. | Lovebird. | Race.
1.4 1.34 1.32 1.26 1.35

where 6; is the absolute difference at the gray level i, My
is the histogram value, and H is the difference video frame
histogram.

H. KEY SENSITIVITY ANALYSIS

The cryptosystem should be sensitive to the used key. The
chaotic map has the major benefit of providing significant and
vital keyspace and great sensitivity to preliminary conditions.
The video frames are encrypted with the correct key values
during the simulation tests [36]. The key sensitivity efficiency
in the proposed algorithm is tested by decrypting the different
video frames with the right keys and with keys having slight
modifications in the values of § and zg [45]. So, if the primary
input boundary values vary slightly, a massive change would
occur at the output, and the video frame is irretrievable.
Hence, the encrypted video frames cannot be decrypted,
accurately. Therefore, the encrypted video frames, decrypted
video frames and their histograms are shown in the Fig. 10 to
verify the key sensitivity performance of the proposed HEVC
cryptosystem with accurate and inaccurate secret key values.
It is evident from these results that the proposed cryptosystem
is highly sensitive to the case of a tiny shift in the secret
key.

I. CHOSEN-PLAINTEXT AND KNOWN-PLAINTEXT

ATTACK ANALYSIS

This section discusses the ability of the proposed HEVC cryp-
tosystem to withstand selected-plaintext and known-plaintext
attacks. Two different kinds of images have been used
to verify if the proposed cryptosystem is robust enough
to withstand these attacks [36], [45]. The first examined
image is white, and the other examined image is black.
The results of the two images are shown in Fig. 9. It is
shown that no useful knowledge from the ciphered images
can be reliably accessed. Thus, the proposed cryptosystem
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(a) BQMall (b) Flamenco (c) Forest (d) Lovebird

(f) BQMall (g) Flamenco (h) Forest (i) Lovebird

(k) BQMall (1) Flamenco (m) Forest (n) Lovebird

(p) BQMall (q) Flamenco (r) Forest

(u) BQMall (v) Flamenco (w) Forest (x) Lovebird

FIGURE 9. Edge detection outcomes for: (a: e) original video frame edges; (f: j) encrypted video frame edges; (k: 0) decrypted video frame edges
under low turbulence strength; (p: t) decrypted video frame edges under moderate turbulence strength; and (u:y) decrypted video frame edges
under strong turbulence strength.

offers greater resilience to such attacks. Table 8 also gives J. COMPUTATION PROCESSING TIME

the entropies of the original black and white ciphered The proposed HEVC cryptosystem introduces lower encryp-
images, which assures the efficiency of the proposed tion times for the whole analyzed video frames as shown
cryptosystem. in Table 9, which illustrates its applicability.
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FIGURE 10. The key sensitivity test for different video frames: (a: e) The different decrypted video frames under moderate turbulence strength; (f: j)
Different decoded video frames with §; + 10~16; (k: o) Histograms of different decoded video frames with 5; + 10~'6; (p: t) Different decoded video
frames with zg + 10~16;(u: y) Histograms of different decoded video frames at z, + 10~ 6.
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FIGURE 11. Experimental results for: (a: c) black image; (d: f) white image.

V. CONCLUSION AND FUTURE WORK

A closed-form expression for the upper bound of OAM
BER has been derived, and it has been studied for FSO
systems under GG turbulence channel. The proposed model is
analyzed under different turbulence conditions and different
SNR values. The obtained results indicate that there is a
perfect match between analytical and simulation results from
Mathematica and MATLAB, respectively. From the obtained

74832

(d) White image (e) Encrypted white image (f) Histogram

results, it is indicated that the BER of OAM reaches nearly
1077, 1073, and 1073 for low, moderate, and strong turbu-
lence channel, respectively. The paper also offered a secure
HEVC cryptosystem for OAM communication through GG
turbulence channel model. Various experiments were imple-
mented and carried out using five standard HEVC video
frames by employing security key indicators such as visual
inspection, entropy testing, histogram testing, computational
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processing analysis, cipher quality measures, turbulence test-
ing, and differential testing. The simulation and experimental
results ensure that the proposed cryptosystem allows statis-
tical ciphering with effective confusion, good channel tur-
bulence immunity, and high robustness to different attacks.
This study demonstrates the security and reliability of the pro-
posed HEVC cryptosystem against various types of attacks.

As a future work, it would be interesting to consider the
performance of OAM with different deep learning (DL) tech-
niques in order to enhance the classification and prediction
performance of the model and overcome the defects of OAM
modulation. In addition, a further theoretical analysis can
be conducted to approximate the performance of OAM with
other modulation techniques and then test the theoretical
and the simulation results using other simulators (e.g., RSoft
optSIM). Additionally, we are interested in studying differ-
ent DL techniques with other different security algorithms.
We can also study various encryption/decryption algorithms
with OAM-DL systems to improve the efficiency and relia-
bility of these systems.
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